
Appendix D: Security Rule Standards and 
Implementation Specifications Crosswalk 

Appendix D provides a catalog (see Table 4) of the HIPAA Security Rule standards and 
implementation specifications within the Administrative, Physical, and Technical 
Safeguards sections of the Security Rule.  Additionally, this catalog crosswalks, or maps, 
those Security Rule standards and implementation specifications to NIST publications 
relevant to each Security Rule standard, and to applicable security controls detailed in 
NIST SP 800-53, Recommended Security Controls for Federal Information Systems.  
Readers may draw upon these NIST publications and security controls for consideration 
in implementing the Security Rule. 

The catalog is organized according to the categorization of standards within each of the 
safeguards sections in the Security Rule.  Table 3 provides an overview of the catalog 
content. 

Table 3. Overview of Catalog Content 

Column Headers Description 

Section of HIPAA Security Rule 
Indicates the regulatory citation to the appropriate section of the 
Security Rule where the standard and implementation 
specification can be found. 

Standards Lists the Security Rule Standards. 

Implementation Specifications 
Lists the implementation specifications associated with the 
standard, if any exist, and designates the specification as 
required or addressable.  (R = Required, A = Addressable) 

NIST SP 800-53 Security Controls 
Mapping 

Provides a listing of NIST SP 800-53 security controls that may 
provide value when implementing the particular standards and 
implementation specifications.  For full security control 
specifications, refer to NIST SP 800-53, which can be found 
online at http://csrc.nist.gov. 

NIST Publications Crosswalk 

Provides a listing of NIST publications that support each 
particular standard.  Publications are listed by publication 
number.  For the full publication title, refer to Appendix C: 
References within this document, or to the Guide to NIST 
Information Security Documents located on the NIST Computer 
Security Resource Center (CSRC) Web site at 
http://csrc.nist.gov. 

The mapping of SP 800-53 security controls to Security Rule standards and 
implementation specifications is of particular importance because it allows for the 
traceability of legislative and regulatory directives, such as HIPAA and FISMA, to 
underlying technical security configurations.  This mapping can also enable standards-
based measurement and monitoring of technical security safeguards and computer 
security configurations; facilitate compliance management by automating portions of 
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compliance demonstration and reporting; and reduce the chance of misinterpretation 
between auditors and operations teams.    

To accomplish this automation, NIST has defined, and maintains, the Security Content 
Automation Protocol (SCAP),121 a suite of selected and integrated open standards that 
enable standards-based communication of vulnerability data, customizing and managing 
configuration baselines for various IT products, assessing information systems and 
reporting compliance status, using standard measures to weigh and aggregate potential 
vulnerability impact, and remediating identified vulnerabilities. 

 
121 More information on the Security Content Automation Protocol (SCAP) is available on the National Vulnerability 

Web site, http://nvd.nist.gov. 
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