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GENERAL CONDITIONS – ADDENDUM A 
 

GENERAL INSURANCE REQUIREMENTS 
 
Unless otherwise specified in the solicitation or procurement, the following Insurance 
Requirements shall apply.  These Insurance Requirements establish minimum types and limits of 
insurance coverage for many contract situations entered into by State.  It is possible that certain 
contract exposures are not addressed.  Risk management and insurance questions regarding any 
Contract to be entered into by State, including any that may be deemed “high-risk procurement” 
(i.e., either by amount of the procurement or solicitation and/or Contract Party’s scope of services) 
should be reviewed with State Risk Management personnel at (401) 222-6200.     
   
Schedule A1:  General Requirements 
 
Schedule A2:  Professional Services 
 
Schedule A3:  Information Technology 
 
Schedule A4:  Public Works 
 
Schedule A5:  Department of Transportation Projects 
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Schedule A1 – General Requirements 
 
Definitions 
 
“State:” The State of Rhode Island and its branches, departments, agencies, offices, 
commissions, any using entity authorized by R.I. Gen. Laws § 37-2-1, et seq., to participate in a 
procurement or solicitation and any other party directed by the State and the officers, directors, 
officials, agents, employees, independent contractors and volunteers of any of them. 
 

“Contract Party:” Any person, organization or entity that is a Contract Party with State in which 
the Contract Party (i.e., vendor) provides services or products to State. Contract Party shall also 
include as insured persons Contract Party’s officers, directors, officials, agents, employees, 
subcontractors, independent contractors, volunteers and any other entity or person for which the 
Contract Party is legally responsible. For purposes of this document, Contract Party does not 
include any branches, departments, agencies, offices, or commissions of the State that may 
contract with any other State branches, departments, agencies, offices, or commissions. 
 

Required Insurance  
Contract Party shall procure Required Insurance as defined herein:  

a. At the sole cost and expense of Contract Party.  
b. Obtain and maintain such Required Insurance in full force and effect during the entire 

term of the Contract until all obligations of Contract Party have been discharged, including 
any warranty periods or extended reporting periods, against claims that may arise out of, 
are alleged to arise out of, directly or indirectly, in whole or in part, from or in connection 
with the Contract and/or result from the performance of the Contract.  

c. Any deductible, self-insured retention, or form of self-insurance under the policies shall be 
the sole responsibility of the Contract Party and shall be disclosed to and acceptable to 
the State authorized personnel.    

d. Any required liability insurance policy that is to insure any form of products liability and/or 
completed operations exposure created by Contract Party must provide extended 
coverage as follows: 
1. When required liability insurance policy uses “Occurrence” coverage trigger (including 

that known as “Reported Occurrence”): 
a. Policy issued by same insurer for Contract Party as of effective date of Contract 

between State and Contract Party or by comparable insurer providing renewal 
insurance policy of 1-same coverage terms and conditions of prior expired 
policy or 2-coverage at least equal to that required by Contract. 

b. Such coverage must be provided for a period of not less than five (5) years 
after the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
iii. when hardware, software, buildings, other physical structures or repairs 

have been put to intended use. 
c. Such required insurance can be provided by annual insurance policies or by 

single runoff policy commonly referred to as “discontinued products or 
operations.”  

2. When required liability insurance policy uses any form of “claims-first made trigger:”  

a. Policy issued by same insurer for Contract Party as of effective date of 
Contract between State and Contract Party or by comparable insurer 
providing renewal insurance policy of 1-same coverage terms and conditions 
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of prior expired policy or 2-coverage at least equal to that required by 
Contract. 

b. Provide coverage with a retroactive date on or before the effective date of the 
Contract or at the beginning of Contract work. 

c. Such coverage must be provided for a period of not less than five (5) years 
after the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
iii. when hardware, software, buildings, other physical structures or 

repairs have been put to intended use. 
d. Such required insurance can be provided by annual insurance policies or by 

single runoff policy commonly referred to as “discontinued products or 
operations.”    

e. If “claims-first made” liability insurance policy is cancelled or not renewed, and not 
replaced with another claims-made policy form with a retroactive date prior to the Contract 
date, the Contract Party must purchase extended reporting coverage for a minimum of 
five (5) years after completion of work.      

f. Required Insurance limits to be provided by single insurance policy or through “follow 
form primary” layered excess insurance policies to obtain overall required limit(s). 

g. Contract Party’s subcontractors to maintain same insurance. 
h. Any insurance obtained by Contract Party that includes an “insured vs. insured” exclusion 

must be revised to exclude State as Additional Insured.  

i. State Purchasing Agent reserves the right to consider and accept alternative forms and 
plans of insurance or to require additional more extensive coverage for any individual 
requirement and can modify types of insurance and revise limits required of Contract Party 
at any time during the term of this Contract. 

 

Required Insurance: 
1. Commercial General Liability Insurance.  Commercial General Liability Insurance (“CGL”) 

based on Insurance Services Office (“ISO”) most recent version of Commercial General 
Liability policy form CG00 01, or its equivalent:  

a. Covering bodily injury (including death), broad form property damage, personal and 
advertising injury, independent contractors, products and completed operations and 
contractual liability.   

b. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence, $1,000,000 general aggregate and $1,000,000 products/completed 
operations aggregate. 

c. The general aggregate must be on a “per project” or “per location” basis. 
d. Shall include waiver of subrogation in favor of State.  
e. Include State as additional insured on a primary and non-contributory basis.  
f.  The Contract Party shall submit a copy of any policy endorsement, or blanket 

endorsement, evidencing the State as additional insured1 on a primary and non-
contributory basis and a waiver of subrogation in favor of State. All endorsements shall 
be subject to review and approval by the authorized State personnel.          

2. Automobile Liability Insurance.  Automobile Liability Insurance based on ISO most recent 
version of Business Automobile Policy (“BAP”) CA 00 01, or its equivalent: 

a. Covering bodily injury and property damage for any vehicles used in conjunction with 
the performance of this Contract including owned, non-owned, and hired vehicles.   

                                                           
1Any time Contract Party is responsible for construction of any kind the additional insured status for State shall 
include additional Insured-products/completed operations in addition to additional insured-premises/operations.  
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b. If a Contract Party does not own any vehicle at any time during the duration of this 
Contract then the Contract Party can seek hired and non-owned automobile coverage 
as provided by BAP or by hired non-owned automobile coverage endorsement to CGL.   

c. At a minimum Contract Party must maintain hired and non-owned automobile 
coverage for the full duration of this Contract.   

d. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence.   

e. Shall include waiver of subrogation in favor of State. 
f. Include State as additional insured on a primary and non-contributory basis.   
g. The Contract Party shall submit a copy of any policy endorsement, or blanket 

endorsement, evidencing the State as additional insureds on a primary and non-
contributory basis and a waiver of subrogation in favor of State.  All endorsements 
shall be subject to review and approval by the authorized State personnel.   

3. Workers’ Compensation and Employers’ Liability.   
a. Statutory coverage as required by the workers’ compensation laws of the State of 

Rhode Island, plus any applicable state law other than State of Rhode Island if 
employee(s) state of hire is other than State of Rhode Island or employee(s) work 
related to the Contract is not in the State of Rhode Island.  

b. Policy form based on NCCI or its equivalent. 
c. Employers’ Liability with minimum limits of $100,000 each accident, $100,000 disease 

or policy limit and $100,000 each employee or minimum amount necessary for 
umbrella/excess liability policy of Contract Party.   

d. A Contract Party neither eligible for, nor entitled to, Worker’s Compensation who is an 
independent Contract Party under Rhode Island law must comply with the statutory 
procedure precluding an independent Contract Party from bringing a workers’ 
compensation claim against the State.   

e. Policy to include waiver of subrogation in favor of State. 
f. The Contract Party shall submit a copy of any policy endorsement or blanket 

endorsement evidencing the waiver of subrogation in favor of the State.  All 
endorsements shall be subject to review and approval by the State authorized 
personnel.   

 

Crime insurance, as applicable to the procurement or solicitation: 
 

4. Crime Insurance. Crime Insurance to cover dishonest acts of Contract Party that result in a 
loss of any State property, including funds or securities of any kind, plus any other entity or 
person’s property, including funds or securities of any kind, entrusted to the State that is in 
the custody or control of the Contract Party.  The policy shall: 

a. Include insuring agreements for employee dishonesty, forgery/alteration, theft of money 
and securities, robbery and safe burglary, money order and counterfeit currency, 
computer crime and funds transfer fraud. 

b. Include an endorsement for “Client’s Property” using ISO form CR04010813 or the 
equivalent; 

c. Have minimum combined limits of not less than $500,000 per occurrence; however, in 
no instance shall the combined limits be less than fifty per cent (50%) of the value of 
the Contract or based on the amount of funds that may be diverted, whichever is 
greater.  

d.  Name State as loss payee based on ISO CR20141010 or the equivalent. 
e. Not contain a condition requiring an arrest.  
f.  When Contract Party has custody of State funds in excess of $250,000 then Contract 

Party must have crime coverage commonly referred to as Social Engineering Fraud 
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(“SEF”) in an amount equal to Computer Crime limit and/or Fraudulent Funds Transfer 
limit.     

 

All Required Insurance shall be:  
1. Placed with insurers:  

a. Authorized to do business in Rhode Island and, when admitted insurers are not 
possible, then use of non-admitted insurers will be allowed to the extent acceptable to 
State.  

b. Rated “A-,” class X or better by A.M. Best Company, Inc.   
c. Any insurer with a lesser financial rating must be approved by the authorized State 

personnel.   
 

2. The legal defense provided to the State under the policy and any endorsements must be free 
of any conflicts of interest, even if retention of separate legal counsel for the State is 
necessary.   

 

3. As evidence of the insurance required by this Contract, the Contract Party shall furnish to 
State Certificates of Insurance, including confirmation of all required policy endorsements 
including, but not limited to, additional insured endorsements:  

a. In form acceptable to the State to the Department of Administration, Division of 
Purchases prior to a Division of Purchases award.  Failure to comply with this provision 
may result in rejection of the bid offer.   

b. All certificates of insurance, whenever issued, shall include the requirement of the 
insurer for thirty (30) days advance written notice of cancellation or non-renewal of any 
insurance policy to Department of Administration, Division of Purchases Attn: 
Purchasing Agent, One Capitol Hill, Providence, RI 02908. Contract Party shall also 
immediately notify the State if the Required Insurance is cancelled, non-renewed, 
potential exhaustion of policy limits or otherwise changed. 

c. Certificates of Insurance and required endorsements shall thereafter be submitted 
annually or earlier upon expiration and renewal of any of the policies.      

d. All Certificates of Insurance and to the extent possible endorsements shall reference 
the State procurement number.   

e. State retains the right to demand a certified copy of any Required Insurance policy, 
Certificate of Insurance or endorsement.   

 

4. The Contract Party shall be responsible to obtain and maintain insurance on any real or 
personal property owned, leased or used by State that is in the care, custody or control of 
Contract Party. All property insurance of Contract Party must include a waiver of subrogation 
that shall apply in favor of the State.  

 

5. No warranty is made that the coverages and limits listed herein are adequate to cover and/or 
protect the interests of the Contract Party for the Contract Party’s operations.  These are solely 
minimums to protect the interest of State. 
 

6. State shall be indemnified and held harmless as required by the Contract and to the full extent 
of any coverage actually secured by the Contract Party in excess of the minimum 
requirements set forth above. 

 

7. The Contract Party shall use at its own risk and insure at its own cost any of its owned, leased 
or used real or personal property.  All such insurance of Contract Party must include a waiver 
of subrogation that shall apply in favor of the State.     

 

8. The Contract Party shall comply with any other insurance requirements including, but not 
limited to, additional coverages or limits contained in the procurement or solicitation. 
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9. Failure to comply with these Insurance Requirements is a material breach entitling the State 
to terminate or suspend the Contract immediately. 

 

10. These Insurance Requirements shall survive expiration or termination of the Contract. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 



7 
 

Schedule A2 – Professional Services 
 

Definitions 
 

“Professional Services:” A type of liability insurance designed to protect traditional 
professionals (e.g., accountants, attorneys) and quasi-professionals (e.g., real estate brokers, 
consultants) against liability incurred as a result of errors and omissions made in performing their 
professional services to State. Although there are a few exceptions (e.g., physicians, architects, 
and engineers), most professional liability policies only cover economic or financial losses 
suffered by State as opposed to bodily injury (BI) and property damage (PD) claims. This is 
because the latter two types of loss are typically covered under commercial general liability (CGL) 
policies. The vast majority of professional liability policies are written with claims-made coverage 
triggers. In addition, professional liability policies contain what are known as "shrinking limits," 
meaning that unlike CGL policies (where defense costs are paid in addition to policy limits), the 
insurer's payment of defense costs reduces available policy limits. Accordingly, when attempting 
to determine appropriate policy limits, insureds [State] must consider the fact that because 
defense costs are often a high proportion of any claim settlement or judgment, they must usually 
purchase additional limits. The most common exclusions in professional liability policy forms are 
for BI, PD, and intentional/dishonest acts.2 
 

“State:” The State of Rhode Island and its branches, departments, agencies, offices, 
commissions, any using entity authorized by R.I. Gen. Laws § 37-2-1, et seq., to participate in a 
procurement or solicitation and any other party directed by the State and the officers, directors, 
officials, agents, employees, independent contractors and volunteers of any of them. 
 

“Contract Party:” Any person, organization or entity that is a Contract Party with State in which 
the Contract Party (i.e., vendor) provides services or products to State.” Contract Party shall also 
include as insured persons Contract Party’s officers, directors, officials, agents, employees, 
subcontractors, independent contractors, volunteers and any other entity or person for which the 
Contract Party is legally responsible. For purposes of this document “Contract Party” does not 
include any branches, departments, agencies, offices, or commissions of the State that may 
contract with any other State departments, agencies, offices, commissions. 
 

Required Insurance  
Contract Party shall procure Required Insurance as defined herein:  

a. At the sole cost and expense of Contract Party.  
b. Obtain and maintain such Required Insurance in full force and effect during the entire 

term of the Contract until all obligations of Contract Party have been discharged, including 
any warranty periods or extended reporting periods, against claims that may arise out of, 
are alleged to arise out of, directly or indirectly, in whole or in part, from or in connection 
with the Contract and/or result from the performance of the Contract.   

c. Any deductible, self-insured retention, or form of self-insurance under the policies shall be 
the sole responsibility of the Contract Party and shall be disclosed to and acceptable to 
the State authorized personnel.    

d. Any required liability insurance policy that is to insure any form of products liability and/or 
completed operations exposure created by Contract Party must provide extended 
coverage as follows: 
1. When required liability insurance policy uses “Occurrence” coverage trigger (including 

that known as “Reported Occurrence”): 

                                                           
2Definition based on one used by International Risk Management Institute:  
https://www.irmi.com/term/insurance-definitions/professional-liability. 
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a. Policy issued by same insurer for Contract Party as of effective date of Contract 
between State and Contract Party or by comparable insurer providing renewal 
insurance policy of 1-same coverage terms and conditions of prior expired policy 
or 2-coverage at least equal to that required by Contract. 

b. Such coverage must be provided for a period of not less than five (5) years after 
the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
iii. when hardware, software, buildings, other physical structures or repairs 

have been put to intended use. 
c. Such required insurance can be provided by annual insurance policies or by single 

runoff policy commonly referred to as “discontinued products or operations.”  
2. When required liability insurance policy uses any form of “claims-first made trigger:”  

a. Policy issued by same insurer for Contract Party as of effective date of Contract 
between State and Contract Party or by comparable insurer providing renewal 
insurance policy of 1-same coverage terms and conditions of prior expired policy 
or 2-coverage at least equal to that required by Contract. 

b. Provide coverage with a retroactive date on or before the effective date of the 
Contract or at the beginning of Contract work. 

c. Such coverage must be provided for a period of not less than five (5) years after 
the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
iii. when hardware, software, buildings, other physical structures or repairs 

have been put to intended use. 
d. Such required insurance can be provided by annual insurance policies or by single 

runoff policy commonly referred to as “discontinued products or operations.”   
e. If “claims-first made” liability insurance policy is cancelled or not renewed, and not 

replaced with another claims-made policy form with a retroactive date prior to the Contract 
date, the Contract Party must purchase extended reporting coverage for a minimum of 
five (5) years after completion of work.  

f. Required Insurance limits to be provided by single insurance policy or through “follow 
form primary” layered excess insurance policies to obtain overall required limit(s). 

g. Contract Party’s subcontractors to maintain same insurance. 
h. Any insurance obtained by Contract Party that includes an “insured vs. insured” exclusion 

must be revised to exclude State as Additional Insured. 
i. State Purchasing Agent reserves the right to consider and accept alternative forms and 

plans of insurance or to require additional more extensive coverage for any individual 
requirement and can modify types of insurance and revise limits required of Contract Party 
at any time during the term of this Contract.  
 

Required Insurance: 
1. Commercial General Liability Insurance.  Commercial General Liability Insurance (“CGL”) 

based on Insurance Services Office (“ISO”) most recent version of Commercial General 
Liability policy form CG00 01, or its equivalent:  

a. Covering bodily injury (including death), broad form property damage, personal and 
advertising injury, independent contractors, products and completed operations and 
contractual liability.   
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b. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence, $1,000,000 general aggregate and $1,000,000 products/completed 
operations aggregate. 

c. The general aggregate must be on a “per project” or “per location” basis. 
d. Shall include waiver of subrogation in favor of State. 
e. Include State as additional insureds on a primary and non-contributory basis.  
f. The Contract Party shall submit a copy of any policy endorsement, or blanket 

endorsement, evidencing the State as additional insureds3 on a primary and non-
contributory basis and a waiver of subrogation in favor of the State. All endorsements 
shall be subject to review and approval by the authorized State personnel.                   

2. Automobile Liability Insurance.  Automobile Liability Insurance based on ISO most recent 
version of Business Automobile Policy (“BAP”) CA 00 01, or its equivalent: 

a. Covering bodily injury and property damage for any vehicles used in conjunction with 
the performance of this Contract including owned, non-owned, and hired vehicles.   

b. If a Contract Party does not own any vehicle at any time during the duration of this 
Contract then the Contract Party can seek hired and non-owned automobile coverage 
as provided by BAP or by hired non-owned automobile coverage endorsement to CGL.   

c. At a minimum Contract Party must maintain hired and non-owned automobile 
coverage for the full duration of this Contract.   

d. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence.   

e. Shall include waiver of subrogation in favor of State. 
f. Include State as additional insureds on a primary and non-contributory basis.   
g. The Contract Party shall submit a copy of any policy endorsement, or blanket 

endorsement, evidencing the State as additional insureds on a primary and non-
contributory basis and a waiver of subrogation in favor of the State.  All endorsements 
shall be subject to review and approval by the authorized State personnel 

 

3. Workers’ Compensation and Employers’ Liability.   
a. Statutory coverage as required by the workers’ compensation laws of the State of 

Rhode Island, plus any applicable state law other than State of Rhode Island if 
employee(s) state of hire is other than State of Rhode Island or employee(s) work 
related to the Contract is not in the State of Rhode Island.  

b. Policy form based on NCCI or its equivalent. 
c. Employers’ Liability with minimum limits of $100,000 each accident, $100,000 disease 

or policy limit and $100,000 each employee or minimum amount necessary 
umbrella/excess liability of Contract Party.  

d. A Contract Party neither eligible for, nor entitled to, Worker’s Compensation who is an 
independent Contract Party under Rhode Island law must comply with the statutory 
procedure precluding an independent Contract Party from bringing a workers’ 
compensation claim against the State.   

e. Policy to include waiver of subrogation in favor of State. 
f. The Contract Party shall submit a copy of any policy endorsement or blanket 

endorsement evidencing the waiver of subrogation in favor of the State.  All 
endorsements shall be subject to review and approval by the State authorized 
personnel.   

                                                           
3 Any time Contract Party is responsible for construction of any kind the additional status for State shall include 
additional Insured-products/completed operations in addition to additional insured-premises/operations.  
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4. Professional Liability Insurance.4 
a. Covering any damages to State caused by any error, omission, wrongful act, or breach 

of Contract in performance of Contract Party’s professional services to State.   
b. Combined single limit per occurrence shall not be less than $2,000,000 and include 

an annual aggregate of not less than $2,000,000.  
c. Shall include waiver of subrogation in favor of State to extent coverage to Contract 

Party is not impaired.   
d.  If Contract Party is providing services to State where Contract Party has access to 

paper and/or e-data privacy/confidential information then go to Schedule A3 and 
ensure appropriate cyber/privacy insurance is contained in Contract Party’s 
Professional Liability Insurance. If cyber/privacy insurance is not contained in Contract 
Party’s Professional Liability Insurance then refer to Schedule A3 Required Insurance 
Number 5 and add this coverage in addition to Professional Liability Insurance. 

 
Crime Insurance, Environmental/Pollution Liability Insurance, and Working with Children, Elderly 
or Disabled Persons as applicable to the procurement or solicitation: 
 

5. Crime Insurance. Crime Insurance to cover dishonest acts of Contract Party that result in a 
loss of any State property, including funds or securities of any kind, plus any other entity or 
person’s property, including funds or securities of any kind, entrusted to the State that is in 
the custody or control of the Contract Party.  The policy shall: 

a. Include insuring agreements for employee dishonesty, forgery/alteration, theft of money 
and securities, robbery and safe burglary, money order and counterfeit currency, 
computer crime and funds transfer fraud. 

b. Include an endorsement for “Client’s Property” using ISO form CR04010813 or the 
equivalent. 

c. Have minimum combined limits of not less than $500,000 per occurrence; however, in 
no instance shall the combined limits be less than fifty per cent (50%) of the value of 
the Contract or based on the amount of funds that may be diverted, whichever is 
greater.  

d. Name State as loss payee based on ISO CR20141010 or the equivalent.  
e. Not contain a condition requiring an arrest.  
f.   When Contract Party has custody of State funds in excess of $250,000 then Contract 

Party must have crime coverage commonly referred to as Social Engineering Fraud 
(“SEF”) in an amount equal to Computer Crime limit and/or Fraudulent Funds Transfer 
limit.     

 

5. Environmental/Pollution Liability Insurance when past, present or future hazard is possible.  
Environmental/Pollution Liability Insurance coverage for bodily injury, property damage and 
resulting loss of use and environmental damages resulting from sudden accidental (and/or 
gradual if appropriate) pollution and related cleanup costs arising out of the work or services 
to be performed under the Contract:  

a. If coverage is on a “claims-first made” basis then 1-any retroactive date will precede 
the effective date of the Contract, and 2- remain in-force for the later period of five 
years after Contract has ended and/or work by Contract Party has been put to its 
intended use.  

b.  Per occurrence limits of no less than $1,000,000 per occurrence and $2,000,000 
aggregate. The policy shall include defense including costs, charges and expenses 

                                                           
4Medical malpractice insurance whether for an individual practitioner such as MD, OD or DMD, hospital or nurses, is 
considered a subset of Professional Liability insurance.  When medical malpractice insurance may be required 
consult with State Risk Management.   



11 
 

incurred in the investigation, adjustment or defense of claims for such compensatory 
damages. 

c.  Policy to include State as additional insured for work performed by Contract Party for 
State to the extent coverage is not subject to an insured versus insured exclusion. 
Additional insured status for State to be on a primary and non-contributory basis.  

d.  Shall include waiver of subrogation in favor of State.   
e.  Contract Party shall submit a copy of any policy endorsement, or blanket endorsement, 

evidencing the State as additional insureds on a primary and non-contributory basis 
and a waiver of subrogation in favor of the State.  All endorsements shall be subject 
to review and approval by the authorized State personnel.        

 

For environmental engineering and consultant services, the environmental liability insurance 
may be included with errors and omissions insurance and coverage if on a claims-made basis 
and will remain in effect for the period of the Contract with a minimum extended reporting 
period of five (5) years.  
 

6. Working with Children, Elderly or Disabled Persons-Physical Abuse and Molestation Liability 
Insurance.  Physical Abuse and Molestation Insurance covering damages arising out of: 
actual or threatened physical abuses; mental injury; sexual molestation; negligent hiring, 
employment, or supervision; negligent investigation or reporting to proper authorities; and, 
retention of any person for whom the Contract Party is responsible: 

a. Coverage shall be written in an amount not less than $1,000,000 per occurrence.  
b. Coverage can be provided by a separate policy or as an endorsement to the 

commercial general liability or professional liability policies.  The limits shall be 
exclusive to this required coverage.  

c.   When policy uses any form of “claims-first made trigger:”  
           i. Remain in-force for a period of five (5) years after the Contract has ended; 
           ii. Provide coverage with a retroactive date on or before the Effective Date of the 

Contract or at the beginning of Contract work; and, 
     iii. If coverage is cancelled or not renewed, and not replaced with another claims-

made policy with a retroactive date prior to the Contract date, the Contract Party 
must purchase extended reporting coverage for a minimum of five (5) years after 
completion of work.  

d. Shall include waiver of subrogation in favor of State. 
e. Policy to include State as additional insured for work performed by Contract Party for 

State to the extent that coverage is not subject to an insured versus insured exclusion.  
Additional insured status for State to be on a primary and non-contributory basis. 

f. The Contract Party shall submit a copy of any policy endorsement, or blanket 
endorsement, evidencing   the State as additional insureds on a primary and non-
contributory basis and a waiver of subrogation.  All endorsements shall be subject to 
review and approval by the authorized State personnel.        

 

All Required Insurance shall be:  
1. Placed with insurers:  

a. Authorized to do business in Rhode Island.  
b. Rated “A-,” class X or better by A.M. Best Company, Inc.   
c. Any insurer with a lesser financial rating must be approved by the authorized State 

personnel.   
 

2. The legal defense provided to the State under the policy and any endorsements must be free 
of any conflicts of interest, even if retention of separate legal counsel for the State is 
necessary.   
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3. As evidence of the insurance required by this Contract, the Contract Party shall furnish to 
State Certificates of Insurance, including confirmation of all required policy endorsements 
including, but not limited to, additional insured endorsements:  

a. In form acceptable to the State to the Department of Administration, Division of 
Purchases prior to a Division of Purchases award.  Failure to comply with this provision 
may result in rejection of the bid offer.   

b. All certificates of insurance, whenever issued, shall include the requirement of the 
insurer for thirty (30) days advance written notice of cancellation or non-renewal of any 
insurance policy to Department of Administration, Division of Purchases Attn: 
Purchasing Agent, One Capitol Hill, Providence, RI 02908. Contract Party shall also 
immediately notify the State if the Required Insurance is cancelled, non-renewed, 
potential exhaustion of policy limits or otherwise changed. 

c. Certificates of Insurance and required endorsements shall thereafter be submitted 
annually or earlier upon expiration and renewal of any of the policies.      

d. All Certificates of Insurance and to the extent possible endorsements shall reference 
the State procurement number.   

e. State retains the right to demand a certified copy of any Required Insurance policy.  
Certificate of Insurance or endorsement.   

 

4. The Contract Party shall be responsible to obtain and maintain insurance on any real or 
personal property owned, leased or used by State that is in the care, custody or control of 
Contract Party. All property insurance of Contract Party must include a waiver of subrogation 
that shall apply in favor of the State.  

 

5. No warranty is made that the coverages and limits listed herein are adequate to cover and 
protect the interests of the Contract Party for the Contract Party’s operations.  These are solely 
minimums that have been established to protect the interest of the State. 
 

6. State shall be indemnified and held harmless as required by the Contract and to the full extent 
of any coverage actually secured by the Contract Party in excess of the minimum 
requirements set forth above. 

 

7. The Contract Party shall use at its own risk and insure at its own cost any of its owned, leased 
or used real or personal property.  All such insurance of Contract Party must include a waiver 
of subrogation that shall apply in favor of the State.     

 

8. The Contract Party shall comply with any other insurance requirements including, but not 
limited to, additional coverages or limits contained in the procurement or solicitation. 

 

9. Failure to comply with these Insurance Requirements is a material breach entitling the State 
to terminate or suspend the Contract immediately. 

 

10. These Insurance Requirements shall survive expiration or termination of the Contract. 
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Schedule A3 – Information Technology and/or Cyber/Privacy 
 

Definitions  
 

“Information Technology” A type of insurance designed to cover providers of 
technology services or products. For example, data storage companies and website designers 
provide technology services, while computer software and computer manufacturers 
offer technology products. 5 
 
Technology E&O (“Tech E & O”) policies cover both liability and property loss exposures. Major 
liability insuring agreements include losses resulting from: (1) technology services, (2) technology 
products, (3) media content, and (4) network security breaches. Key property insuring agreements 
provide coverage for extortion threats, crisis management expense, and business interruption.  
 
Tech E&O insurance is often confused with cyber and privacy insurance. In contrast to Tech E&O 
coverage, cyber and privacy insurance is intended to protect consumers of technology products 
and services. Nevertheless, cyber and privacy insurance policies do offer a number of the same 
insuring agreements as Tech E&O policies. 
 

Cyber/Privacy: A type of insurance designed to cover consumers of technology services or 
products. More specifically, the policies are intended to cover a variety of both liability and property 
losses that may result when a business engages in various electronic activities, such as selling 
on the Internet or collecting data within its internal electronic network. 6 Note this coverage is not 
only for an electronic breach, but also for paper data breaches. 
 

Most notably, but not exclusively, cyber and privacy policies cover liability for a data breach in 
third party personal information, such as Social Security numbers,  credit card numbers,  
Protected Health Information as defined in HIPAA and its implementing regulations, Personal 
Information as defined in HIPAA and its implementing regulations and Personal Information as 
defined in R.I. Gen. Laws § 11-49.3-1, et seq., as amended, or as otherwise defined in the 
Contract (“Confidential Information”) is exposed or stolen by a hacker or other criminal who has 
gained access to Contract Party’s electronic network. The policies cover a variety of expenses 
associated with both electronic and paper data breaches including: notification costs, credit 
monitoring, costs to defend claims by state regulators, fines and penalties, and loss resulting from 
identity theft.  
 

In addition, the policies cover liability arising from website media content, as well as property 
exposures from: (a) business interruption, (b) data loss/destruction, (c) computer fraud, (d) funds 
transfer loss, and (e) cyber extortion. 
 

Cyber and privacy insurance is often confused with Tech E&O insurance. In contrast to cyber and 
privacy insurance, Tech E&O coverage is intended to protect providers of technology products 
and services, such as computer software and hardware manufacturers, website designers, and 
firms that store  data on an off-site basis. Nevertheless, Tech E&O insurance policies do contain 
a number of the same insuring agreements as cyber and privacy policies. 
 

“State:” The State of Rhode Island and its branches, departments, agencies, offices, 
commissions, any using entity authorized by R.I. Gen. Laws § 37-2-1, et seq. to participate in a 
procurement and any other party directed by the State and the officers, directors, officials, agents, 
employees, independent contractors and volunteers of any of them. 
 

                                                           
5https://www.irmi.com/term/insurance-definitions/technology-errors-and-omissions-insurance. 
6https://www.irmi.com/term/insurance-definitions/cyber-and-privacy-insurance.  
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“Contract Party:” Any person, organization or entity that is a Contract Party with State in which 
the Contract Party (i.e., vendor) provides services or products to State. Contract Party shall also 
include as insured persons Contract Party’s officers, directors, officials, agents, employees, 
subcontractors, independent contractors, volunteers and any other entity or person for which the 
Contract Party is legally responsible. For purposes of this document “Contract Party” does not 
include any branches, departments, agencies, offices, or commissions of the State that may 
contract with any other State branches, departments, agencies, offices, commissions. 
 

Required Insurance  
Contract Party shall procure Required Insurance as defined herein:  

a. At the sole cost and expense of Contract Party.  
b. Obtain and maintain such Required Insurance in full force and effect during the entire 

term of the Contract until all obligations of Contract Party have been discharged, including 
any warranty periods or extended reporting periods, against claims that may arise out of, 
are alleged to arise out of, directly or indirectly, in whole or in part, from or in connection 
with the Contract and/or result from the performance of the Contract.  

c. Any deductible, self-insured retention, or form of self-insurance under the policies shall be 
the sole responsibility of the Contract Party and shall be disclosed to and acceptable to 
the State authorized personnel.    

d. Any required liability insurance policy that is to insure any form of products liability and/or 
completed operations exposure created by Contract Party must provide extended 
coverage as follows: 
1. When required liability insurance policy uses “Occurrence” coverage trigger (Including 

that known as “Reported Occurrence”): 
a. Policy issued by same insurer for Contract Party as of effective date of Contract 

between State and Contract Party or by comparable insurer providing renewal 
insurance policy of 1-same coverage terms and conditions of prior expired 
policy or 2-coverage at least equal to that required by Contract. 

b. Such coverage must be provided for a period of not less than five (5) years 
after the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
iii. when hardware, software, buildings, other physical structures or repairs 

have been put to intended use. 
c. Such required insurance can be provided by annual insurance policies or by 

single runoff policy commonly referred to as “discontinued products or 
operations.”  

2. When required liability insurance policy uses any form of “claims-first made trigger:”  

a. Policy issued by same insurer for Contract Party as of effective date of 
Contract between State and Contract Party or by comparable insurer 
providing renewal insurance policy of 1-same coverage terms and conditions 
of prior expired policy or 2-coverage at least equal to that required by 
Contract. 

b. Provide coverage with a retroactive date on or before the effective date of the 
Contract or at the beginning of Contract work. 

c. Such coverage must be provided for a period of not less than five (5) years 
after the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
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iii. when hardware, software, buildings, other physical structures or 
repairs have been put to intended use. 

d. Such required insurance can be provided by annual insurance policies or by 
single runoff policy commonly referred to as “discontinued products or 
operations.” 

e. If “claims-first made” liability insurance policy is cancelled or not renewed, and not 
replaced with another claims-made policy form with a retroactive date prior to the Contract 
date, the Contract Party must purchase extended reporting coverage for a minimum of 
five (5) years after completion of work.      

f. Required Insurance limits to be provided by single insurance policy or through “follow 
form primary” layered excess insurance policies to obtain overall required limit(s). 

g. Contract Party’s subcontractors to maintain same insurance. 
h. Any insurance obtained by Contract Party that includes an “insured vs. insured” exclusion 

must be revised to exclude State as Additional Insured. 
i. State Purchasing Agent reserves the right to consider and accept alternative forms and 

plans of insurance or to require additional more extensive coverage for any individual 
requirement and can modify types of insurance and revise limits required of Contract Party 
at any time during the term of this Contract. 

 

Required Insurance: 
1. Commercial General Liability Insurance.  Commercial General Liability Insurance (“CGL”) 

based on Insurance Services Office (“ISO”) most recent version of Commercial General 
Liability policy form CG00 01, or its equivalent:  
a. Covering bodily injury (including death), broad form property damage, personal and 

advertising injury, independent contractors, products and completed operations and 
contractual liability.   

b.  Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence, $1,000,000 general aggregate and $1,000,000 products/completed 
operations aggregate. 

d.  The general aggregate must be on a “per project” or “per location” basis. 
e.  Shall include waiver of subrogation in favor of State. 
f. Include State as additional insureds on a primary and non-contributory basis.  
g. The Contract Party shall submit a copy of any policy endorsement, or blanket 

endorsement, evidencing the State as additional insureds on a primary and non-
contributory basis and a waiver of subrogation in favor of the State7.  All endorsements 
shall be subject to review and approval by the authorized State personnel.                   

2. Automobile Liability Insurance.  Automobile Liability Insurance based on ISO most recent 
version of Business Automobile Policy (“BAP”) CA 00 01, or its equivalent: 
a. Covering bodily injury and property damage for any vehicles used in conjunction with 

the performance of this Contract including owned, non-owned, and hired vehicles.   
b. If a Contract Party does not own any vehicle at any time during the duration of this 

Contract then the Contract Party can seek hired and non-owned automobile coverage 
as provided by BAP or by hired non-owned automobile coverage endorsement to CGL.   

c. At a minimum Contract Party must maintain hired and non-owned automobile 
coverage for the full duration of this Contract.   

                                                           
7 Any time Contract Party is responsible for construction of any kind the additional status for State shall include 
additional Insured-products/completed operations in addition to additional insured-premises/operations.  
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d. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence.   

e. Shall include waiver of subrogation in favor of State. 
f. Include State as additional insureds on a primary and non-contributory basis.   
g. The Contract Party shall submit a copy of any policy endorsement, or blanket 

endorsement, evidencing the State as additional insureds on a primary and non-
contributory basis and a waiver of subrogation in favor of the State.  All endorsements 
shall be subject to review and approval by the authorized State personnel 

 

3. Workers’ Compensation and Employers’ Liability.   
a. Statutory coverage as required by the workers’ compensation laws of the State of 

Rhode Island, plus any applicable state law other than State of Rhode Island if 
employee(s) state of hire is other than State of Rhode Island or employee(s) work 
related to the Contract is not in the State of Rhode Island.  

b. Policy form based on NCCI or its equivalent. 
c. Employers’ Liability with minimum limits of $100,000 each accident, $100,000 disease 

or policy limit and $100,000 each employee or minimum amount necessary for 
Contract Party.  

d. A Contract Party neither eligible for, nor entitled to, Worker’s Compensation who is an 
independent Contract Party under Rhode Island law must comply with the statutory 
procedure precluding an independent Contract Party from bringing a workers’ 
compensation claim against the State.   

e. Policy to include waiver of subrogation in favor of State. 
f. The Contract Party shall submit a copy of any policy endorsement or blanket 

endorsement evidencing the waiver of subrogation in favor of the State. All 
endorsements shall be subject to review and approval by the State authorized 
personnel.   

 

If Contract Party’s technology, hardware, software or professional services to State does not 
provide Contract Party access to  Confidential Information as defined  in Number 5(a) below:  
 

4. Technology Errors and Omissions Coverage. Technology Errors and Omissions 
Insurance covering any damages caused by any error, omission, wrongful act or breach 
of Contract by Contract Party.  Coverage to include, but not be limited to: product failure, 
security failure, professional liability, intellectual property infringement and personal injury 
if limited or uninsured under commercial general liability insurance.  Combined single limit 
per occurrence shall not be less than $5,000,000.  Annual aggregate shall not be less than 
$5,000,000.   

 

If Contract Party’s technology, hardware, software, or professional services to State does 
provide Contract Party with access to Confidential Information as defined in Number 5(a) 
below: 
 

5. Information Technology/Cyber Privacy. Errors and Omission Insurance covering damages 
to Insured Parties caused by any error, omission, wrongful act or breach of Contract in 
performance of contracted professional services by Contractor.  
a. Such insurance to have minimum limits of $5,000,000 per occurrence and $5,000,000 

annual aggregate. If Contract Party provides: a) key back office services Contract 
Party shall have a minimum limit of $10,000,000 per occurrence and $10,000,000 
annual aggregate; b) if Contract Party has access to Protected Health Information as 
defined in HIPAA and its implementing regulations, Personal Information as defined in 
in R.I. Gen. Laws § 11-49.3-1, et seq., or as otherwise defined in the Contract (together 
Confidential Information”), Contract Party shall have as a minimum the per occurrence, 
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per annual aggregate, the total rounded product of projected number of persons data 
multiplied by $25 per person breach response expense per occurrence; but no less 
than $5,000,000 per occurrence, per annual aggregate; or, c) if the Contract Party 
provides or has access to mission critical services, network architecture and/or the 
totality of confidential data $20,000,000 per occurrence and in the annual aggregate.   

 

b. Such insurance to include insuring agreements as identified below either as modules 
in master policy or as separate insurance policies. 

 

Information Technology 
Minimum coverage for Contract Party is liability insuring agreements for loss resulting 
from: (1) technology services, (2) technology products, (3) media content, (4) network 
security breaches and breach expenses incurred by State.  

 

Cyber/Privacy Insurance 
Coverage for Contract Party to include:  

i. Regulatory liability;  
ii. Information security and privacy, regardless of the media involved; 
iii. Network interruption and/or business interruption;  
iv. Digital asset loss of State;  
v. Event breach costs including but not limited to crisis management (such as 

forensic investigation, legal fees), public relations, notification costs, call 
center operation costs, credit file monitoring and identity theft insurance;  

vi. Placing and lifting of security freezes;  
vii. Cyber extortion;  
viii. Online media liability (i.e. including but not limited to website content);  
ix. Costs to defend, including but limited attorney fees and settle; and,  
x. Fines and penalties when insurable under appropriate state or federal law. 

 

c. Coverage to include but not be limited to damage by Contract Party to States’ records 
(whether e-data or other) product failure, security failure, privacy failure of e-data 
records, privacy failure of other than e-data records, intellectual property infringement, 
and personal injury as customarily insured by this type of insurance policy.   

 

Crime Insurance as applicable to the procurement or solicitation: 
 

6. Crime Insurance. Crime Insurance to cover dishonest acts of Contract Party that result in 
a loss of any State property, including funds or securities of any kind, plus any other entity 
or person’s property, including funds or securities of any kind, entrusted to the State that 
is in the custody or control of the Contract Party.  The policy shall: 
a.  Include insuring agreements for employee dishonesty, forgery/alteration, theft of money 

and securities, robbery and safe burglary, money order and counterfeit currency, 
computer crime and funds transfer fraud. 

b. Include an endorsement for “Client’s Property” using ISO form CR04010813 or the 
equivalent. 

c. Have minimum combined limits of not less than $500,000 per occurrence; however, in 
no instance shall the combined limits be less than fifty per cent (50%) of the value of 
the Contract or based on the amount of funds that may be diverted, whichever is 
greater.  

d.  Name the State as loss payee based on ISO CR20141010 or the equivalent.  
e.  Not contain a condition requiring an arrest.   
f.   When Contract Party has custody of State funds in excess of $250,000 then Contract 

Party must have crime coverage commonly referred to as Social Engineering Fraud 
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(“SEF”) in an amount equal to Computer Crime limit and/or Fraudulent Funds Transfer 
limit.    

 

All Required Insurance shall be:  
1. Placed with insurers:  

a. Authorized to do business in Rhode Island.  
b. Rated “A-,” class X or better by A.M. Best Company, Inc.   
c. Any insurer with a lesser financial rating must be approved by the authorized State 

personnel.   
 

2. The legal defense provided to the State under the policy and any endorsements must be free 
of any conflicts of interest, even if retention of separate legal counsel for the State is necessary.   

 

3.  As evidence of the insurance required by this Contract, the Contract Party shall furnish to State 
Certificates of Insurance, including confirmation of all required policy endorsements including, 
but not limited to, additional insured endorsements:  

a. In form acceptable to the State to the Department of Administration, Division of 
Purchases prior to a Division of Purchases award.  Failure to comply with this provision 
may result in rejection of the bid offer.   

b. All certificates of insurance, whenever issued, shall include the requirement of the 
insurer for thirty (30) days advance written notice of cancellation or non-renewal of any 
insurance policy to Department of Administration, Division of Purchases Attn: 
Purchasing Agent, One Capitol Hill, Providence, RI 02908. Contract Party shall also 
immediately notify the State if the Required Insurance is cancelled, non-renewed, 
potential exhaustion of policy limits or otherwise changed. 

c. Certificates of Insurance and required endorsements shall thereafter be submitted 
annually or earlier upon expiration and renewal of any of the policies.      

d. All Certificates of Insurance and to the extent possible endorsements shall reference 
the State procurement number.   

e. State retains the right to demand a certified copy of any Required Insurance policy, 
Certificate of Insurance or endorsement.   
 

4. The Contract Party shall be responsible to obtain and maintain insurance on any real or 
personal property owned, leased or used by State that is in the care, custody or control of 
Contract Party. All property insurance of Contract Party must include a waiver of subrogation 
that shall apply in favor of the State. 

 
5. No warranty is made that the coverages and limits listed herein are adequate to cover and 

protect the interests of the Contract Party for the Contract Party’s operations.  These are 
solely minimums that have been established to protect the interest of the State. 

 
3. State shall be indemnified and held harmless as required by the Contract and to the full extent 

of any coverage actually secured by the Contract Party in excess of the minimum 
requirements set forth above. 

 

4. The Contract Party shall use at its own risk and insure at its own cost any of its owned, leased 
or used real or personal property.  All such insurance of Contract Party must include a waiver 
of subrogation that shall apply in favor of the State.     

 

8. The Contract Party shall comply with any other insurance requirements including, but not 
limited to, additional coverages or limits contained in the procurement or solicitation. 

 

 9. Failure to comply with these Insurance Requirements is a material breach entitling the State 
to terminate or suspend the Contract immediately. 
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10. These Insurance Requirements shall survive expiration or termination of the Contract. 
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Schedule A4 – Public Works 

As contained in the AIA documents and as required below.  If the AIA documents’ insurance 
provisions and the following insurance requirements conflict, the AIA documents’ insurance 
requirements control.  

Contract Party shall procure Required Insurance as defined herein:  
a. At the sole cost and expense of Contract Party.  
b. Obtain and maintain such Required Insurance in full force and effect during the entire 

term of the Contract until all obligations of Contract Party have been discharged, including 
any warranty periods or extended reporting periods, against claims that may arise out of, 
are alleged to arise out of, directly or indirectly, in whole or in part, from or in connection 
with the Contract and/or result from the performance of the Contract.  

c. Any deductible, self-insured retention, or form of self-insurance under the policies shall be 
the sole responsibility of the Contract Party and shall be disclosed to and acceptable to 
the State authorized personnel.    

d. Any required liability insurance policy that is to insure any form of products liability and/or 
completed operations exposure created by Contract Party must provide extended 
coverage as follows: 
1. When required liability insurance policy uses “Occurrence” coverage trigger (Including 

that known as “Reported Occurrence”): 
a. Policy issued by same insurer for Contract Party as of effective date of Contract 

between State and Contract Party or by comparable insurer providing renewal 
insurance policy of 1-same coverage terms and conditions of prior expired 
policy or 2-coverage at least equal to that required by Contract. 

b. Such coverage must be provided for a period of not less than five (5) years 
after the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
iii. when hardware, software, buildings, other physical structures or repairs 

have been put to intended use. 
c. Such required insurance can be provided by annual insurance policies or by 

single runoff policy commonly referred to as “discontinued products or 
operations.”  

2. When required liability insurance policy uses any form of “claims-first made trigger:”  

a. Policy issued by same insurer for Contract Party as of effective date of 
Contract between State and Contract Party or by comparable insurer 
providing renewal insurance policy of 1-same coverage terms and conditions 
of prior expired policy or 2-coverage at least equal to that required by 
Contract. 

b. Provide coverage with a retroactive date on or before the effective date of the 
Contract or at the beginning of Contract work. 

c. Such coverage must be provided for a period of not less than five (5) years 
after the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
iii. when hardware, software, buildings, other physical structures or 

repairs have been put to intended use. 
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d. Such required insurance can be provided by annual insurance policies or by 
single runoff policy commonly referred to as “discontinued products or 
operations”.    

e. If “claims-first made” liability insurance policy is cancelled or not renewed, and not 
replaced with another claims-made policy form with a retroactive date prior to the Contract 
date, the Contract Party must purchase extended reporting coverage for a minimum of 
five (5) years after completion of work.      

f. Required Insurance limits to be provided by single insurance policy or through “follow 
form primary” layered excess insurance policies to obtain overall required limit(s). 

g. Contract Party’s subcontractors to maintain same insurance. 
h. Any insurance obtained by Contract Party that includes an “insured vs. insured” exclusion 

must be revised to exclude State as Additional Insured.  
i. State Purchasing Agent reserves the right to consider and accept alternative forms and 

plans of insurance or to require additional more extensive coverage for any individual 
requirement and can modify types of insurance and revise limits required of Contract Party 
at any time during the term of this Contract. 

 

Required Insurance: 
1.  Commercial General Liability Insurance.  Commercial General Liability Insurance (“CGL”) 

based on Insurance Services Office (“ISO”) most recent version of Commercial General 
Liability policy form CG00 01, or its equivalent:  

a. Covering bodily injury (including death), broad form property damage, personal and 
advertising injury, independent contractors, products and completed operations and 
contractual liability.   

b. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence, $1,000,000 general aggregate and $1,000,000 products/completed 
operations aggregate. 

c. The general aggregate must be on a “per project” or “per location” basis. 
d. Shall include waiver of subrogation in favor of State.  
e. Include State as additional insured on a primary and non-contributory basis.  

            f. The Contract Party shall submit a copy of any policy endorsement, or blanket 
endorsement, evidencing the State as additional insured8 on a primary and non-
contributory basis and a waiver of subrogation in favor of State. All endorsements shall 
be subject to review and approval by the authorized State personnel.          

   2. Automobile Liability Insurance.  Automobile Liability Insurance based on ISO most recent 
version of Business Automobile Policy (“BAP”) CA 00 01, or its equivalent: 

            a.  Covering bodily injury and property damage for any vehicles used in conjunction with 
the performance of this Contract including owned, non-owned, and hired vehicles.   

           b.   If a Contract Party does not own any vehicle at any time during the duration of this 
Contract then the Contract Party can seek hired and non-owned automobile coverage 
as provided by BAP or by hired non-owned automobile coverage endorsement to CGL.   

c. At a minimum Contract Party must maintain hired and non-owned automobile 
coverage for the full duration of this Contract.   

d. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence.   

e. Shall include waiver of subrogation in favor of State. 
f. Include State as additional insured on a primary and non-contributory basis.   

                                                           
8Any time Contract Party is responsible for construction of any kind the additional status for State shall include 
additional Insured-products/completed operations in addition to additional insured-premises/operations.  
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g. The Contract Party shall submit a copy of any policy endorsement, or blanket 
endorsement, evidencing the State as additional insureds on a primary and non-
contributory basis and a waiver of subrogation in favor of State.  All endorsements shall 
be subject to review and approval by the authorized State personnel.   

    3.  Workers’ Compensation and Employers’ Liability.   
a. Statutory coverage as required by the workers’ compensation laws of the State of 

Rhode Island, plus any applicable state law other than State of Rhode Island if 
employee(s) state of hire is other than State of Rhode Island or employee(s) work 
related to the Contract is not in the State of Rhode Island.  

b. Policy form based on NCCI or its equivalent. 
c. Employers’ Liability with minimum limits of $100,000 each accident, $100,000 disease 

or policy limit and $100,000 each employee or minimum amount necessary for 
umbrella/excess liability policy of Contract Party.   

d. A Contract Party neither eligible for, nor entitled to, Worker’s Compensation who is an 
independent Contract Party under Rhode Island law must comply with the statutory 
procedure precluding an independent Contract Party from bringing a workers’ 
compensation claim against the State.   

e. Policy to include waiver of subrogation in favor of State. 
f. The Contract Party shall submit a copy of any policy endorsement or blanket 

endorsement evidencing the waiver of subrogation in favor of the State.  All 
endorsements shall be subject to review and approval by the State authorized 
personnel.   

 

All Required Insurance shall be:  
1. Placed with insurers:  
            a.  Authorized to do business in Rhode Island.  

b. Rated “A-,” class X or better by A.M. Best Company, Inc.   
c. Any insurer with a lesser financial rating must be approved by the authorized State 

personnel.   
 

2. The legal defense provided to the State under the policy and any endorsements must be free 
of any conflicts of interest, even if retention of separate legal counsel for the State is necessary.   

 

3.  As evidence of the insurance required by this Contract, the Contract Party shall furnish to State 
Certificates of Insurance, including confirmation of all required policy endorsements including, 
but not limited to, additional insured endorsements:  

a. In form acceptable to the State to the Department of Administration, Division of 
Purchases prior to a Division of Purchases award.  Failure to comply with this provision 
may result in rejection of the bid offer.   

b. All certificates of insurance, whenever issued, shall include the requirement of the 
insurer for thirty (30) days advance written notice of cancellation or non-renewal of any 
insurance policy to Department of Administration, Division of Purchases Attn: 
Purchasing Agent, One Capitol Hill, Providence, RI 02908. Contract Party shall also 
immediately notify the State if the Required Insurance is cancelled, non-renewed, 
potential exhaustion of policy limits or otherwise changed. 

c. Certificates of Insurance and required endorsements shall thereafter be submitted 
annually or earlier upon expiration and renewal of any of the policies.  

d. All Certificates of Insurance and to the extent possible endorsements shall reference 
the State procurement number.   

e. State retains the right to demand a certified copy of any Required Insurance policy, 
Certificate of Insurance or endorsement.  
 



23 
 

4. The Contract Party shall be responsible to obtain and maintain insurance on any real or 
personal property owned, leased or used by State that is in the care, custody or control of 
Contract Party. All property insurance of Contract Party must include a waiver of subrogation 
that shall apply in favor of the Insured Parties.  

 

5. No warranty is made that the coverages and limits listed herein are adequate to cover and 
protect the interests of the Contract Party for the Contract Party’s operations.  These are solely 
minimums that have been established to protect the interest of the State. 
 

6.  State shall be indemnified and held harmless as required by the Contract and to the full extent 
of any coverage actually secured by the Contract Party in excess of the minimum 
requirements set forth above. 

 

  7. The Contract Party shall use at its own risk and insure at its own cost any of its owned, leased 
or used real or personal property.  All such insurance of Contract Party must include a waiver 
of subrogation that shall apply in favor of the State.     

 

  8. The Contract Party shall comply with any other insurance requirements including, but not 
limited to, additional coverages or limits contained in the procurement or solicitation. 

 

  9. Failure to comply with these Insurance Requirements is a material breach entitling the State 
to terminate or suspend the Contract immediately. 

 

10. These Insurance Requirements shall survive expiration or termination of the Contract. 
 

 

  



24 
 

Schedule A5 – Department of Transportation Projects 

As contained in the State of Rhode Island Department of Transportation’s Standard Specifications 
for Road and Bridge Design document commonly referenced as the Rhode Island Department of 
Transportation’s “Blue Book” located at www.dot.ri.gov/business/bluebook.php and as required 
below. If the Blue Book’s insurance requirements and the following insurance requirements 
conflict, the Blue Books’ insurance requirements control.  

Required Insurance  
 

Contract Party shall procure Required Insurance as defined herein:  
a. At the sole cost and expense of Contract Party.  

      b. Obtain and maintain such Required Insurance in full force and effect during the entire 
term of the Contract until all obligations of Contract Party have been discharged, including 
any warranty periods or extended reporting periods, against claims that may arise out of, 
are alleged to arise out of, directly or indirectly, in whole or in part, from or in connection 
with the Contract and/or result from the performance of the Contract.  

c. Any deductible, self-insured retention, or form of self-insurance under the policies shall be 
the sole responsibility of the Contract Party and shall be disclosed to and acceptable to 
the State authorized personnel.   

d. Any required liability insurance policy that is to insure any form of products liability and/or 
completed operations exposure created by Contract Party must provide extended 
coverage as follows: 
1. When required liability insurance policy uses “Occurrence” coverage trigger (Including 

that known as “Reported Occurrence”): 
a. Policy issued by same insurer for Contract Party as of effective date of Contract 

between State and Contract Party or by comparable insurer providing renewal 
insurance policy of 1-same coverage terms and conditions of prior expired 
policy or 2-coverage at least equal to that required by Contract. 

b. Such coverage must be provided for a period of not less than five (5) years 
after the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
iii. when hardware, software, buildings, other physical structures or repairs 

have been put to intended use. 
c. Such required insurance can be provided by annual insurance policies or by 

single runoff policy commonly referred to as “discontinued products or 
operations.”  

2. When required liability insurance policy uses any form of “claims-first made trigger:”  

a. Policy issued by same insurer for Contract Party as of effective date of 
Contract between State and Contract Party or by comparable insurer 
providing renewal insurance policy of 1-same coverage terms and conditions 
of prior expired policy or 2-coverage at least equal to that required by 
Contract. 

b. Provide coverage with a retroactive date on or before the effective date of the 
Contract or at the beginning of Contract work. 

c. Such coverage must be provided for a period of not less than five (5) years 
after the later of:  

i. when the Contract has ended; or  
ii. when products or services have been put to intended use; or 
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iii. when hardware, software, buildings, other physical structures or 
repairs have been put to intended use. 

d. Such required insurance can be provided by annual insurance policies or by single runoff 
policy commonly referred to as “discontinued products or operations”.    

e. If “claims-first made” liability insurance policy is cancelled or not renewed, and not replaced 
with another claims-made policy form with a retroactive date prior to the Contract date, the 
Contract Party must purchase extended reporting coverage for a minimum of five (5) years 
after completion of work.      

       f. Required Insurance limits to be provided by single insurance policy or through “follow 
form primary” layered excess insurance policies to obtain overall required limit(s). 

       g.  Contract Party’s subcontractors to maintain same insurance. 
       h.  Any insurance obtained by Contract Party that includes an “insured vs. insured” exclusion 

must be revised to exclude State as Additional Insured.  
       i.  State Purchasing Agent reserves the right to consider and accept alternative forms and 

plans of insurance or to require additional more extensive coverage for any individual 
requirement and can modify types of insurance and revise limits required of Contract Party 
at any time during the term of this Contract. 

 

Required Insurance: 
1.  Commercial General Liability Insurance.  Commercial General Liability Insurance (“CGL”) 

based on Insurance Services Office (“ISO”) most recent version of Commercial General 
Liability policy form CG00 01, or its equivalent:  

      a. Covering bodily injury (including death), broad form property damage, personal and 
advertising injury, independent contractors, products and completed operations and 
contractual liability.   

b. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 per 
occurrence, $1,000,000 general aggregate and $1,000,000 products/completed 
operations aggregate. 

c. The general aggregate must be on a “per project” or “per location” basis. 
d. Shall include waiver of subrogation in favor of State.  
e. Include State as additional insured on a primary and non-contributory basis.  

         f.   The Contract Party shall submit a copy of any policy endorsement, or blanket 
endorsement, evidencing the State as additional insured9 on a primary and non-
contributory basis and a waiver of subrogation in favor of State. All endorsements shall 
be subject to review and approval by the authorized State personnel.          

   2. Automobile Liability Insurance.  Automobile Liability Insurance based on ISO most recent 
version of Business Automobile Policy (“BAP”) CA 00 01, or its equivalent: 

             a.  Covering bodily injury and property damage for any vehicles used in conjunction with 
the performance of this Contract including owned, non-owned, and hired vehicles.   

            b.  If a Contract Party does not own any vehicle at any time during the duration of this 
Contract then the Contract Party can seek hired and non-owned automobile coverage 
as provided by BAP or by hired non-owned automobile coverage endorsement to CGL.   

c.   At a minimum Contract Party must maintain hired and non-owned automobile coverage 
for the full duration of this Contract.   

d. Such insurance coverage is subject to a minimum combined single limit of $1,000,000 
per occurrence.   

e. Shall include waiver of subrogation in favor of State. 
f. Include State as additional insured on a primary and non-contributory basis.   

                                                           
9Any time Contract Party is responsible for construction of any kind the additional status for State shall include 
additional Insured-products/completed operations in addition to additional insured-premises/operations.  
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g. The Contract Party shall submit a copy of any policy endorsement, or blanket 
endorsement, evidencing the State as additional insureds on a primary and non-
contributory basis and a waiver of subrogation in favor of State.  All endorsements 
shall be subject to review and approval by the authorized State personnel.   

    3.  Workers’ Compensation and Employers’ Liability.   
a. Statutory coverage as required by the workers’ compensation laws of the State of 

Rhode Island, plus any applicable state law other than State of Rhode Island if 
employee(s) state of hire is other than State of Rhode Island or employee(s) work 
related to the Contract is not in the State of Rhode Island.  

b. Policy form based on NCCI or its equivalent. 
c. Employers’ Liability with minimum limits of $100,000 each accident, $100,000 disease 

or policy limit and $100,000 each employee or minimum amount necessary for 
umbrella/excess liability policy of Contract Party.   

d. A Contract Party neither eligible for, nor entitled to, Worker’s Compensation who is an 
independent Contract Party under Rhode Island law must comply with the statutory 
procedure precluding an independent Contract Party from bringing a workers’ 
compensation claim against the State.   

e. Policy to include waiver of subrogation in favor of State. 
f. The Contract Party shall submit a copy of any policy endorsement or blanket 

endorsement evidencing the waiver of subrogation in favor of the State.  All 
endorsements shall be subject to review and approval by the State authorized 
personnel.   

 

All Required Insurance shall be:  
1. Placed with insurers:  
            a.  Authorized to do business in Rhode Island.  

b. Rated “A-,” class X or better by A.M. Best Company, Inc.   
c. Any insurer with a lesser financial rating must be approved by the authorized State 

personnel.   
 

2. The legal defense provided to the State under the policy and any endorsements must be free 
of any conflicts of interest, even if retention of separate legal counsel for the State is necessary.   

 

3.  As evidence of the insurance required by this Contract, the Contract Party shall furnish to State 
Certificates of Insurance, including confirmation of all required policy endorsements including, 
but not limited to, additional insured endorsements:  

a. In form acceptable to the State to the Department of Administration, Division of 
Purchases prior to a Division of Purchases award.  Failure to comply with this provision 
may result in rejection of the bid offer.   

b. All certificates of insurance, whenever issued, shall include the requirement of the 
insurer for thirty (30) days advance written notice of cancellation or non-renewal of any 
insurance policy to Department of Administration, Division of Purchases Attn: 
Purchasing Agent, One Capitol Hill, Providence, RI 02908. Contract Party shall also 
immediately notify the State if the Required Insurance is cancelled, non-renewed, 
potential exhaustion of policy limits or otherwise changed. 

c. Certificates of Insurance and required endorsements shall thereafter be submitted 
annually or earlier upon expiration and renewal of any of the policies.      

d. All Certificates of Insurance and to the extent possible endorsements shall reference 
the State procurement number.   

e. State retains the right to demand a certified copy of any Required Insurance policy, 
Certificate of Insurance or endorsement.  
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4. The Contract Party shall be responsible to obtain and maintain insurance on any real or 
personal property owned, leased or used by State that is in the care, custody or control of 
Contract Party. All property insurance of Contract Party must include a waiver of subrogation 
that shall apply in favor of the State.  

 

5.  No warranty is made that the coverages and limits listed herein are adequate to cover and 
protect the interests of the Contract Party for the Contract Party’s operations.  These are 
solely minimums that have been established to protect the interest of the State. 

 

6.  State shall be indemnified and held harmless as required by the Contract and to the full extent 
of any coverage actually secured by the Contract Party in excess of the minimum 
requirements set forth above. 

 

  7. The Contract Party shall use at its own risk and insure at its own cost any of its owned, leased 
or used real or personal property.  All such insurance of Contract Party must include a waiver 
of subrogation that shall apply in favor of the State.     

 

  8.The Contract Party shall comply with any other insurance requirements including, but not 
limited to, additional coverages or limits contained in the procurement or solicitation. 

 

  9. Failure to comply with these Insurance Requirements is a material breach entitling the State 
to terminate or suspend the Contract immediately. 

 

10. These Insurance Requirements shall survive expiration or termination of the Contract. 
 

 



Addendum D – Agency Specific Federal Funding Requirements 

 

 

 

 

 

 

 

 

Not applicable 



Rev. July 2016 
 

ADDENDUM E 

 

BUSINESS ASSOCIATE AGREEMENT ADDENDUM 

 

 Except as otherwise provided in this Business Associate Agreement Addendum, [Name], 

(hereinafter referred to as “Business Associate”), may use, access or disclose Protected Health 

Information (“PII”) to perform functions, activities or services for or on behalf of the State of 

Rhode Island, Department of Human Services (hereinafter referred to as the “Covered Entity”), 

as specified herein and the attached Agreement between the Business Associate and the Covered 

Entity (hereinafter referred to as “the Agreement”), which this addendum supplements and is 

made part of, provided such use, access, or disclosure does not violate the Health Insurance 

Portability and Accountability Act (“HIPAA”), 42 USC 1320d et seq., and its implementing 

regulations including, but not limited to, 45 CFR, parts 160, 162 and 164, hereinafter referred to 

as the Privacy and Security Rules and patient confidentiality regulations, and the requirements of 

the Health Information Technology for Economic and Clinical Health Act, as incorporated in the 

American Recovery and Reinvestment Act of 2009, Public Law 111-5 (“HITECH Act”) and any 

regulations adopted or to be adopted pursuant to the HITECH Act that relate to the obligations of 

business associates, Rhode Island Mental Health Law, R.I. General Laws Chapter 40.1-5-26, and 

Confidentiality of Health Care Communications and Information Act, R.I. General Laws Chapter 

5-37.3-1 et seq.  Business Associate recognizes and agrees it is obligated by law to meet the 

applicable provisions of the HITECH Act. 

 

1. Definitions 

 

A. Generally: 

 

(1) Terms used, but not otherwise defined, in this Agreement shall have the same 

meaning as those terms in 45 C.F.R. §§ 160.103, 164.103, and 164.304, 134.402, 

164.410, 164.501 and 164.502. 

 

(2) The following terms used in this Agreement shall have the same meaning as those 

terms in the HIPAA, the Privacy and Security Rules and the HITECH Act: Breach, Data 

Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, 

Minimum Necessary, Notice of Privacy Practices, Protected Health Information, 

Required By Law, Secretary, Security Incident, Subcontractor, Unsecured Protected 

Health Information, and Use. 

 

B. Specific: 

 

(1)   "Addendum" means this Business Associate Agreement Addendum. 

 

(2) "Agreement" means the contractual Agreement by and between the State of 

Rhode Island, R.I. Office of Veterans Services and Business Associate, awarded pursuant 

to State of Rhode Island’s Purchasing Law (Chapter 37-2 of the Rhode Island General 

Laws) and Rhode Island Department of Administration, Division of Purchases, 

Purchasing Rules, Regulations, and General Conditions of Purchasing. 
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C. "Business Associate" generally has the same meaning as the term “business associate” at 

45 CFR 160.103, and in reference to the party to this agreement, shall mean [Name]. 

 

D. "Client/Patient/Recipient" means Covered Entity funded person who is a recipient and/or 

the client or patient of the Business Associate. 

 

E. "Covered Entity" generally has the same meaning as the term “covered entity” at 45 CFR 

160.103, and in reference to the party to this agreement, shall mean R.I. Department of Human 

Services. 

 

F. "Electronic Health Record" means an electronic record of health-related information on 

an individual that is created, gathered, managed or consulted by authorized health care clinicians 

and staff. 

 

G. "Electronic Protected Health Information" or "Electronic PHI" means PHI that is 

transmitted by or maintained in electronic media as defined in the HIPAA Security Regulations. 

 

H. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public 

Law 104-191.  

 

I. "HIPAA Privacy Rule" means the regulations promulgated under HIPAA by the United 

States Department of Health and Human Services to protect the privacy of Protected Health 

Information including, the Privacy, Security, Breach Notification, and Enforcement Rules at 45 

CFR Part 160 and Part 164. 

 

J. "HITECH Act" means the privacy, security and security Breach notification provisions 

applicable to Business Associate under Subtitle D of the Health Information Technology for 

Economic and Clinical Health Act, which is Title XII of the American Recovery and 

Reinvestment Act of 2009, Public Law 111-5, and any regulations promulgated thereunder and 

as amended from time to time. 

 

K. "Secured PHI" means PHI that was rendered unusable, unreadable or indecipherable to 

unauthorized individuals through the use of technologies or methodologies specified under or 

pursuant to Section 13402 (h)(2) of the HITECH Act under ARRA. 

 

L. "Security Incident" means any known successful or unsuccessful attempt by an 

authorized or unauthorized individual to inappropriately use, disclose, modify, access, or destroy 

any information.  

 

M. "Security Rule" means the Standards for the security of Electronic Protected Health 

Information found at 45 CFR Parts 160 and 162, and Part 164, Subparts A and C. The 

application of Security provisions Sections 164.308, 164.310, 164.312, and 164.316 of Title 45, 

Code of Federal Regulations shall apply to Business Associate of Covered Entity in the same 

manner that such sections apply to the Covered Entity.  
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N. "Suspected breach" is a suspected acquisition, access, use or disclosure of protected 

health information (“PHI”) in violation of HIPPA privacy rules, as referenced above, that 

compromises the security or privacy of PHI. 

 

O. "Unsecured PHI" means PHI that is not secured, as defined in this section, through the 

use of a technology or methodology specified by the Secretary of the U.S. Department of Health 

and Human Services. 

 

2. Obligations and Activities of Business Associate 

 

A. Business Associate agrees to not use or further disclose PHI other than as permitted or 

required by this Agreement or as required by Law, provided such use or disclosure would also be 

permissible by law by Covered Entity. 

 

B. Business Associate agrees to use appropriate safeguards to prevent use or disclosure of 

the PHI other than as provided for by this Agreement.  Business Associate agrees to implement 

Administrative Safeguards, Physical Safeguards and Technical Safeguards (“Safeguards”) that 

reasonably and appropriately protect the confidentiality, integrity and availability of PHI as 

required by the “Security Rule.”  

 

C. Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is 

known to Business Associate of a use or disclosure of PHI by Business Associate in violation of 

the requirements of this Agreement.  

 

D. Business Associate agrees to report to Covered Entity by telephone call plus e-mail, web 

form, or fax the discovery of any use or disclosure of the PHI not provided for by this 

Agreement, including breaches of unsecured PHI as required by 45 C.F.R. § 164.410, and any 

Security Incident of which it becomes aware, within one (1) hour and in no case later than forty-

eight (48) hours of the breach and/or Security Incident.  

 

E. Business Associate agrees to ensure that any agent, including a subcontractor or vendor, 

to whom it provides PHI received from, or created or received by Business Associate on behalf 

of Covered Entity agrees to the same restrictions and conditions that apply through this 

Agreement to Business Associate with respect to such information through a contractual 

arrangement that complies with 45 C.F.R. § 164.314. 

 

F. Business Associate agrees to provide paper or electronic access, at the request of Covered 

Entity and in the time and manner designated by Covered Entity, to PHI in a Designated Record 

Set to Covered Entity or, as directed by Covered Entity, to an Individual in order to meet the 

requirements under 45 C.F.R. § 164.524.  If the Individual requests an electronic copy of the 

information, Business Associate must provide Covered Entity with the information requested in 

the electronic form and format requested by the Individual and/or Covered Entity if it is readily 

producible in such form and format; or, if not, in a readable electronic form and format as 

requested by Covered Entity. 
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G. Business Associate agrees to make any amendment(s) to PHI in a Designated Record Set 

that Covered Entity directs or agrees to pursuant to 45 C.F.R. § 164.526 at the request of 

Covered Entity or an Individual, and in the time and manner designated by Covered Entity.  If 

Business Associate receives a request for amendment to PHI directly from an Individual, 

Business Associate shall notify Covered Entity upon receipt of such request.  

 

H. Business Associate agrees to make its internal practices, books, and records relating to 

the use and disclosure of PHI received from, created or received by Business Associate on behalf 

of Covered Entity available to Covered Entity, or at the request of Covered Entity to the 

Secretary, in a time and manner designated by Covered Entity or the Secretary, for the purposes 

of the Secretary determining compliance with the Privacy Rule and Security Rule. 

 

I. Business Associate agrees to document such disclosures of PHI and information related 

to such disclosures as would be required for Covered Entity to respond to a request by an 

Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528. 

 

J. Business Associate agrees to provide to Covered Entity or an Individual, in a time and 

manner designated by Covered Entity, information collected in accordance with this Agreement, 

to permit Covered Entity to respond to a request by an individual for an accounting of 

disclosures for PHI in accordance with 45 C.F.R. § 164.528. 

 

K. If Business Associate accesses, maintains, retains, modifies, records, stores, destroys, 

or otherwise holds, uses, or discloses Unsecured Protected Health Information (as defined in 45 

C.F.R. § 164.402) for Covered Entity, it shall, following the discovery of a breach of such 

information, notify Covered Entity by telephone call plus e-mail, web form, or fax upon the 

discovery of any breach of within one (1) hour and in no case later than forty-eight (48) hours 

after discovery of the breach and/or Security Incident.  Such notice shall include: a) the 

identification of each individual whose Unsecured Protected Health Information has been, or is 

reasonably believed by Business Associate to have been accessed, acquired or disclosed during 

such breach; b) a brief description of what happened, including the date of the breach and 

discovery of the breach; c) a description of the type of Unsecured PHI that was involved in the 

breach; d) a description of the investigation into the breach, mitigation of harm to the individuals 

and protection against further breaches; e) the results of any and all investigation performed by 

Business Associate related to the breach; and f) contact information of the most knowledgeable 

individual for Covered Entity to contact relating to the breach and its investigation into the 

breach. 

 

L. To the extent the Business Associate is carrying out an obligation of the Covered Entity’s 

under the Privacy Rule, the Business Associate must comply with the requirements of the 

Privacy Rule that apply to the Covered Entity in the performance of such obligation. 

 

M. Business Associate agrees that it will not receive remuneration directly or indirectly in 

exchange for PHI without authorization unless an exception under 45 C.F.R. 

§ 164.502(a)(5)(ii)(B)(2) applies.   
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N. Business Associate agrees that it will not receive remuneration for certain 

communications that fall within the exceptions to the definition of Marketing under 45 C.F.R. 

§ 164.501, unless permitted by 45 C.F.R. § 164.508(a)(3)(A)-(B). 

 

O. If applicable, Business Associate agrees that it will not use or disclose genetic 

information for underwriting purposes, as that term is defined in 45 C.F.R. § 164.502. 

 

P. Business Associate hereby agrees to comply with state laws and rules and regulations 

applicable to PHI and personal information of individuals’ information it receives from Covered 

Entity during the term of the Agreement. 

 

i. Business Associate agrees to: (a) implement and maintain appropriate 

physical, technical and administrative security measures for the protection of personal 

information as required by any state law and rules and regulations; including, but not 

limited to: (i) encrypting all transmitted records and files containing personal information 

that will travel across public networks, and encryption of all data containing personal 

information to be transmitted wirelessly; (ii) prohibiting the transfer of personal 

information to any portable device unless such transfer has been approved in advance; 

and (iii) encrypting any personal information to be transferred to a portable device; and 

(b) implement and maintain a Written Information Security Program as required by any 

state law as applicable.  

 

ii. The safeguards set forth in this Agreement shall apply equally to PHI, 

confidential and “personal information.”  Personal information means an individual's first 

name and last name or first initial and last name in combination with any one or more of 

the following data elements that relate to such resident: (a) Social Security number; 

(b) driver's license number or state-issued identification card number; or (c) financial 

account number, or credit or debit card number, with or without any required security 

code, access code, personal identification number or password, that would permit access 

to a resident's financial account; provided, however, that "personal information" shall not 

include information that is lawfully obtained from publicly available information, or from 

federal, state or local government records lawfully made available to the general public. 

 

3. Permitted Uses and Disclosures by Business Associate 

 

a. Except as otherwise limited to this Agreement, Business Associate may use or 

disclose PHI to perform functions, activities, or services for, or on behalf of, Covered 

Entity as specified in the Service Arrangement, provided that such use or disclosure 

would not violate the Privacy Rule if done by Covered Entity or the minimum necessary 

policies and procedures of Covered Entity required by 45 C.F.R. § 164.514(d). 

 

b. Except as otherwise limited in this Agreement, Business Associate may use PHI 

for the proper management and administration of the Business Associate or to carry out 

the legal responsibilities of the Business Associate. 
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c. Except as otherwise limited in this Agreement, Business Associate may disclose 

PHI for the proper management and administration of the Business Associate, provided 

that disclosures are Required By Law, or Business Associate obtains reasonable 

assurances from the person to whom the information is disclosed that it will remain 

confidential and used or further disclosed only as Required By Law or for the purpose for 

which it was disclosed to the person, and the person notifies the Business Associate of 

any instances of which it is aware in which the confidentiality of the information has 

been breached. 

 

d. Except as otherwise limited in this Agreement, Business Associate may use PHI 

to provide Data Aggregation services to Covered Entity as permitted by 45 C.F.R. 

§ 164.504 (e)(2)(i)(B). 

 

e. Business Associate may use PHI to report violations of law to appropriate Federal 

and State authorities, consistent with 45 C.F.R. § 164.502(j)(1). 

 

4. Obligations of Covered Entity 

 

a. Covered Entity shall notify Business Associate of any limitation(s) in its notice of 

privacy practices of Covered Entity in accordance with 45 C.F.R. § 164.520, to the extent 

that such limitation may affect Business Associate’s use or disclosure of PHI. 

 

b. Covered Entity shall notify Business Associate of any changes in, or revocation 

of, permission by an Individual to use or disclose PHI to the extent that such changes 

may affect Business Associate’s use or disclosure of PHI. 

 

c. Covered Entity shall notify Business Associate of any restriction to the use or 

disclosure of PHI that Covered Entity has agreed to in accordance with 45 C.F.R. 

§ 164.522, to the extent that such restriction may affect Business Associate’s use or 

disclosure of PHI. 

 

5. Permissible Requests by Covered Entity 

 

 Covered Entity shall not request Business Associate to use or disclose PHI in any manner 

that would not be permissible under the Privacy Rule if done by Covered Entity, provided that, to 

the extent permitted by the Service Arrangement, Business Associate may use or disclose PHI 

for Business Associate’s Data Aggregation activities or proper management and administrative 

activities. 

 

6. Term and Termination 

 

a. The term of this Agreement shall begin as of the effective date of the Service 

Arrangement and shall terminate when all of the PHI provided by Covered Entity to 

Business Associate, or created or received by Business Associate on behalf of Covered 

Entity, is destroyed or returned to Covered Entity, or, if it is infeasible to return or 
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destroy PHI, protections are extended to such information, in accordance with the 

termination provisions of this Section. 

 

b. Upon Covered Entity’s knowledge of a material breach by Business Associate, 

Covered Entity shall either: 

 

i. Provide an opportunity for Business Associate to cure the breach 

or end the violation and terminate this Agreement and the Service Arrangement if 

Business Associate does not cure the breach or end the violation within the time 

specified by Covered Entity. 

 

ii. Immediately terminate this Agreement and the Service 

arrangement if Business Associate has breached a material term of this 

Agreement and cure is not possible. 

 

c. Except as provided in paragraph (d) of this Section, upon any termination or 

expiration of this Agreement, Business Associate shall return or destroy all PHI received 

from Covered Entity or created or received by Business Associate on behalf of Covered 

Entity.  This provision shall apply to PHI that is in the possession of subcontractors or 

agents of Business Associate. Business Associate shall retain no copies of the PHI.  

Business Associate shall ensure that its subcontractors or vendors return or destroy any of 

Covered Entity’s PHI received from Business Associate. 

 

d. In the event that Business Associate determines that returning or destroying the 

PHI is infeasible, Business Associate shall provide to Covered Entity written notification 

of the conditions that make return or destruction infeasible.  Such written notice must be 

provided to the Covered Entity no later than sixty (60) days prior to the expiration of this 

Agreement. Upon Covered Entity’s written agreement that return or destruction of PHI is 

infeasible, Business Associate shall extend the protections of this Agreement to such PHI 

and limit further uses and disclosures of such PHI to those purposes that make the return 

or destruction infeasible, for so long as Business Associate maintains such PHI. This 

provision regarding written notification shall also apply to PHI that is in the possession of 

subcontractors or agents of Business Associate. 

 

7. Miscellaneous 

 

a. A reference in this Agreement to a section in the Privacy Rule or Security Rule 

means the section as in effect or as amended. 

 

b. The Parties agree to take such action as is necessary to amend this Agreement 

from time to time as is necessary for Covered Entity to comply with the requirements of 

HIPAA, the Privacy and Security Rules and HITECH. 

 

c. The respective rights and obligations of Business Associate under Section 6 (c) 

and (d) of this Agreement shall survive the termination of this Agreement. 
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d. Any ambiguity in this Agreement shall be resolved to permit Covered Entity to 

comply with HIPAA and HITECH. 

 

e. Business Associate is solely responsible for all decisions made by Business 

Associate regarding the safeguarding of PHI.   

 

f. Nothing express or implied in this Agreement is intended to confer, nor shall 

anything herein confer upon any person other than Covered Entity, Business Associate 

and their respective successors and assigns, any rights, remedies, obligations or liabilities 

whatsoever.   

 

g. Modification of the terms of this Agreement shall not be effective or binding upon 

the parties unless and until such modification is committed to writing and executed by the 

parties hereto. 

 

h. This Agreement shall be binding upon the parties hereto, and their respective 

legal representatives, trustees, receivers, successors and permitted assigns. 

 

i. Should any provision of this Agreement be found unenforceable, it shall be 

deemed severable and the balance of the Agreement shall continue in full force and effect 

as if the unenforceable provision had never been made a part hereof.   

 

j. This Agreement and the rights and obligations of the parties hereunder shall in all 

respects be governed by, and construed in accordance with, the laws of the State of 

Rhode Island, including all matters of construction, validity and performance. 

 

k. All notices and communications required or permitted to be given hereunder shall 

be sent by certified or regular mail, addressed to the other part as its respective address as 

shown on the signature page, or at such other address as such party shall from time to 

time designate in writing to the other party, and shall be effective from the date of 

mailing. 

 

l. This Agreement, including such portions as are incorporated by reference herein, 

constitutes the entire agreement by, between and among the parties, and such parties 

acknowledge by their signature hereto that they do not rely upon any representations or 

undertakings by any person or party, past or future, not expressly set forth in writing 

herein. 

 

m. Business Associate shall maintain or cause to be maintained sufficient insurance 

coverage as shall be necessary to insure Business Associate and its employees, agents, 

representatives or subcontractors against any and all claims or claims for damages arising 

under this Business Associate Agreement and such insurance coverage shall apply to all 

services provided by Business Associate or its agents or subcontractors pursuant to this 

Business Associate Agreement. Business Associate shall indemnify, hold harmless and 

defend Covered Entity from and against any and all claims, losses, liabilities, costs and 

other expenses (including but not limited to, reasonable attorneys’ fees and costs, 
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administrative penalties and fines, costs expended to notify individuals and/or to prevent 

or remedy possible identity theft, financial harm, reputational harm, or any other claims 

of harm related to a breach) incurred as a result of, or arising directly or indirectly out of 

or in connection with any acts or omissions of Business Associate, its employees, agents, 

representatives or subcontractors, under this Business Associate Agreement, including, 

but not limited to, negligent or intentional acts or omissions.  This provision shall survive 

termination of this Agreement. 

 

8. Acknowledgment 

 

 The undersigned affirms that he/she is a duly authorized representative of the Business 

Associate for which he/she is signing and has the authority to execute this Addendum on behalf 

of the Business Associate.  

 

Acknowledged and agreed to by: 

 

STATE OF RHODE ISLAND: R.I. DEPARTMENT OF HUMAN SERVICES [NAME] 

 

 

 

 

        

        

 

 

Date          Date 
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GC Addendum F – Supplemental Terms and Conditions 

 

 

Name of Contractor:   

  

Title of Agreement:  [Title] 

 

Basis for Contract:   [Competitive Bid] 

 

Contract Award: $[Amount] 

 

Performance Period: [Date] through [Date].  An extension may be granted for [Date] 

through [Date] 
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This Addendum to the State’s General Conditions of Purchase (220-RICR-30-00-13 available at 

https://rules.sos.ri.gov/regulations/part/220-30-00-13), supplements and serves as additional 

terms and conditions to the General Conditions of Purchase (“General Conditions”).  The General 

Conditions, along with the items incorporated by reference in 220-RICR-30-00-13.4, including this 

Addendum, serves as the “Agreement” between the parties.  Under the General Conditions of 

Purchase, 220-RICR-30-00-13.34, this Agreement serves as GC Addendum F. The Contractor 

further agrees as follows: 

 

WHEREAS, this contract is executed between the [Agency] (the “State”) and [Vendor] (the 

“Contractor”) (collectively the “Parties”) for services rendered to the State as the [Description]; 

 

WHEREAS, the Contractor will perform all duties and responsibilities contained in the 

Scope of Work (Exhibit A) and adhere to the agreed upon budget (Exhibit B);  

 

WHEREAS the Contractor is a [Description] and therefore willing and qualified to provide 

services as the [Description]; and 

 

WHEREAS, the [Description] in addition to the performance requirements enumerated in 

PAR 2. 

 

NOW THEREFORE, the Parties to the Agreement, for good and valuable consideration, the 

receipt of which is hereby acknowledged, agree as follows: 

 

PAR. 1. GOVERNING LAW AND GENERAL TERMS AND CONDITIONS 

 

The State’s Purchasing Law (Chapter 37-2 of the Rhode Island General Laws) and Rhode Island 

Department of Administration, Division of Purchases, Purchasing Rules, Regulations, and 

General Conditions of Purchase apply as the governing terms and conditions of this Agreement, 

which can be obtained at https://rules.sos.ri.gov/regulations/part/220-30-00-13.  In addition, the 

provisions of Federal Laws, Regulations and Procedures governing the implementation of federal 

funds apply to this Agreement. 

 

PAR. 2. PERFORMANCE 

 

In addition to the obligations stated in 220-RICR-30-00-13.22, the Contractor shall perform all 

obligations, duties, and work for the interim period under this Agreement.  Said duties and 

responsibilities are contained in the Scope of Work in Exhibit A and Budget in Exhibit B.  The 

Executive Office of  Heal th and Human Services  (“Execut ive  Off ice”)  shall have 

the right at all times, to review the work being performed and to that end, the Executive 

Office shall be given reasonable access to all activities related to this Agreement. 

 

PAR. 3. TIME OF PERFORMANCE 

 

The Contractor will perform under this Agreement [Description] for a term commencing on 

[Date] and ending on [Date] with one option for extension beginning on [Date] and expiring on 

[Date]. 

https://rules.sos.ri.gov/regulations/part/220-30-00-13
https://rules.sos.ri.gov/regulations/part/220-30-00-13
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PAR. 4. INDEPENDENT CONTRACTOR [OPTIONAL] 

 

The Contractor shall be engaged as an independent contractor of the State.  Nothing contained in 

this Agreement will be construed to create the relationship of employer and employee, principal 

and agent, partnership or joint venture, or any other fiduciary relationship.  The Contractor may 

not act as agent for, or on behalf of, the State or to bind the State in any manner.  The State shall 

issue an IRS Form 1099 reflecting the Contractor’s compensation and shall not be responsible 

for federal, state and local taxes derived from the Contractor's net income or for the withholding 

and/or payment of any federal, state and local income, and other payroll taxes, workers' 

compensation, disability benefits, or other legal requirements applicable to the Contractor.  The 

Contractor will not be entitled to worker's compensation, retirement, insurance or other benefits 

afforded to employees of the State.  

 

PAR. 5. PROJECT OFFICER - EXECUTIVE OFFICE 

 

The Executive Office shall appoint a Contract Manager to manage this Agreement.  The 

Contractor agrees to maintain close and continuing communication with the Contract 

Manager throughout the performance of work and services undertaken under the terms of this 

Agreement.  The Contract Manager is responsible for seeking authorization of all payments 

made by the Executive Office to the Contractor under this Agreement. No work shall be 

commenced on the part of the Contractor without a valid Purchase Order issued by the 

Department of Administration, Division of Purchases.  

 

PAR. 6.  CONTRACTOR 

 

The Contractor shall be responsible for coordinating and reporting work performed pursuant 

to this Agreement subject to and in accordance with the Scope of Work in Exhibit A and 

within the Budget in Exhibit B. The Contractor shall notify the Executive Office in writing 

immediately and seek approval from the Executive Office, should a change to this Agreement 

be necessary in the opinion of the Contractor.  Under no circumstances will a change be 

undertaken without the prior written approval of the Executive Office. 

 

PAR. 7.  WORK REVIEWS 

 

The Contractor recognizes the responsibilities of the Executive Office to provide financial 

oversight of its contractors and consultants and agrees that the scope of all work performed 

under this Agreement may be reviewed by the Executive Office and/or its designee and/or by 

any third party designated by the  Executive Office, for the purpose of verifying hours, costs, 

and expenses, and to ensure that they are in conformance with state and federal laws, 

regulations and policies or for any other reason in the sole discretion of the Executive Office. 

 

PAR. 8. RESPONSIBILITIES UPON TERMINATION AND/OR DEFAULT OF 

AGREEMENT 
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Upon termination and/or default in accordance with 220-RICR-30-00-13.20 and the delivery to the 

Contractor of a notice of termination, specifying the nature of the termination, the extent to which 

performance of work under this contract is terminated, and the date upon which such termination 

becomes effective, the Contractor shall: 

 

1. Stop work under this Agreement on the date and to the extent specified in the 

notice of termination. 

 

2. Take such action as may be necessary, or as the Director may reasonably 

direct, for the protection and preservation of the property related to this Agreement, which is 

in the possession of the Contractor and in which the State has or may acquire an interest. 

 

3. Terminate all orders to the extent that they relate to the performance of work 

terminated by the notice of termination. 

 

4. Subject to the provisions of this paragraph, assign to the State all of the rights, 

title, and interest of the Contractor under the orders so terminated, in which case the State 

shall have the right, at its discretion, to settle or pay any or all claims arising out of the 

termination of such orders, however, notwithstanding this provision, the Contractor will not be 

obligated to assign any such rights, title or interest in the absence of payment therefore by the 

State. 

 

5. With the approval or ratification of the State, initiate settlement of all 

outstanding liabilities and all claims, arising out of such termination of orders, the cost of 

which would be reimbursable in whole or in part, in accordance with the provisions of this 

Agreement.  Final approval by the State shall not be unreasonably withheld. 

 

6. Subject to the provisions of this paragraph, transfer title, or if the Contractor 

does not have title, then transfer their rights to the State (to the extent that title has not 

already been transferred) and deliver in the manner, at reasonable times, and to the extent 

reasonably directed by the State all files, processing systems, data manuals, or other 

documentation, in any form, that relate to the work completed or in progress prior to the notice 

of termination. 

 

7. If instructed, complete the performance of such part of the work as shall not 

have been terminated by the notice of termination.  The Contractor shall proceed immediately 

with the performance of the above obligations notwithstanding any delay in determining or 

adjusting the amount of any item of reimbursable price under this clause. 

 

8. Upon termination, Contractor agrees to an orderly transition in accordance with 

220-RICR-30-00-13.30.  Prior to the end of the Termination and up to sixty (60) days 

thereafter, the Contractor agrees to make an orderly transition of contract and/or deliverables 

hereunder and to perform any and all tasks in good faith that are necessary to preserve the 

integrity of the work performed by the Contractor on behalf of the State.  Upon termination or 

expiration of the Agreement, the Contractor, shall, if requested by the State at least thirty (30) 

days prior to such termination or expiration, provide reasonable training for the successor 



 
Version 2.0 

8/18/2020 

5 

entity and/or continued performance of services.  For providing such training or continued 

performance after the Term of the Agreement, the State shall pay the Contractor at mutually 

agreed rates for personnel used in providing such training and/or services unless services 

delivered are already defined herein and rates established then such rates shall apply for such 

period.  Should any missing data, materials, documents, etc., be discovered after expiration or 

termination, a grace period of one hundred and twenty (120) days shall be in effect during 

which the data, materials, documents, etc., is to be provided at a predetermined cost or at no 

additional cost if the Contractor caused the loss.  Lost data shall be provided to the State in 

form acceptable to the State. 

 

PAR.  9  ACCESSIBILITY AND RETENTION OF RECORDS 

 

The Contractor agrees to make accessible and to maintain all fiscal and activity records 

relating to this Agreement to state and/or federal officials, or their designated representatives, 

necessary to verify the accuracy of Contractor invoices or compliance with this Agreement.  

This accessibility requirement shall include the right to review and copy such records.  This 

requirement is also intended to include any auditing, monitoring, and evaluation procedures, 

including on-site visits, performed individually or jointly, by state or federal officials or their 

agents necessary to verify the accuracy of Contractor invoices or compliance with this 

Agreement.  If such records are maintained out of the State of Rhode Island, such records 

shall be made accessible by the Contractor at a Rhode Island location.  Fiscal records, and 

narrative records pertaining to activities performed will be retained for audit purposes for a 

period of at least three (3) years following the submission of the final expenditure report for 

this Agreement or if audit findings have not been resolved at the end of the three (3) years, the 

records shall be retained for an additional three (3) years after the resolution of the audit 

findings are made or as otherwise required by law. 

 

The Contractor and its subcontractors, if subcontractors are permitted within the scope of this 

Agreement, will provide and maintain a quality assurance system acceptable to the State 

covering deliverables and services under this Agreement and will tender to the State only 

those deliverables that have been inspected and found to conform to this Agreement's 

requirements.  The Contractor will keep records evidencing inspections and their result and 

will make these records available to the state during Agreement performance and for three (3) 

years after final payment. 

 

Further, the Contractor agrees to include a similar right of the State to audit records and 

interview staff in any subcontract related to performance of this Agreement. 

 

PAR. 10. SECURITY AND CONFIDENTIALITY 

 

10.1. Definitions 

 

The following definitions shall apply: 

 

1. “Breach” as defined pursuant to the Health Insurance Portability 

and Accountability Act (“HIPAA”) guidelines as well as those found in the 
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Health Information Technology for Economic and Clinical Health Act 

(“HITECH”) means an acquisition, access, use or disclosure or suspected 

acquisition, access, use or disclosure of Protected Health Information (“PHI”) in 

violation of HIPAA privacy rules that compromise Personally Identifiable 

Information (“PII”) security or privacy.  Additionally, a Breach or suspected 

Breach means an acquisition, access, use or disclosure or suspected acquisition, 

access, use or disclosure of PII or Sensitive Information (“SI”).  

 

2. “Incident” is defined by OMB Memorandum M-17-12, “Preparing 

for and Responding to a Breach of Personally Identifiable Information” (January 

3, 2017), as an occurrence that (1) actually or imminently jeopardizes, without 

lawful authority, the integrity, confidentiality, or availability of information or an 

information system; or (2) constitutes a violation or imminent threat of violation 

of law, security policies, security procedures, or acceptable use policies.   

 

3. “Confidential Information” means information that Contractor 

receives or has access to under this Agreement, including but not limited to; PII; 

SI; PHI; Return Information; other information (including electronically stored 

information) or records sufficient to identify an applicant for or recipient of 

government benefits; preliminary draft, notes, impressions, memoranda, working 

papers and work product of State employees; any other records, reports, opinions, 

information, and statements required to be kept confidential by State or federal 

law or regulation, or rule of court; any statistical, personal, technical and other 

data and information relating to the State’s data; or other such data protected by 

State and federal laws, regulations. 

 

4. “Personally Identifiable Information” or “PII” means any 

information about an individual maintained by an agency, including, but not 

limited to, education, financial transactions, medical history, and criminal or 

employment history and information which can be used to distinguish or trace an 

individual’s identity, either alone or when combined with other personal or 

identifying information that is linked or linkable to a specific individual, such as 

their name, social security number, date and place of birth, mother’s maiden 

name, biometric records, etc. (As defined in 45 CFR § 75.2 and as defined in 

OMB Memorandum M-06-19, “Reporting Incidents Involving Personally 

Identifiable Information and Incorporating the Cost for Security in Agency 

Information Technology Investments”).  PII shall also include individual's first 

name or first initial and last name in combination with any one or more of types 

of information, including, but not limited to, social security number, passport 

number, credit card numbers, clearances, bank numbers, biometrics, date and 

place of birth, mother's maiden name, criminal, medical and financial records, 

educational transcripts (as defined in 45 CFR § 75.2 Protected Personally 

Identifiable Information). 

 

5. “Protected Health Information” or “PHI” means individually 

identifiable information relating to the past, present, or future health status of an 
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individual that is created, collected, or transmitted, or maintained by a HIPAA-

covered entity in relation to the provision of healthcare, payment for healthcare 

services, or use in healthcare operations.  Health information such as diagnoses, 

treatment information, medical test results, and prescription information are 

considered protected health information under HIPAA, as are national 

identification numbers and demographic information such as birth dates, gender, 

ethnicity, and contact and emergency contact information. PHI relates to physical 

records, while ePHI is any PHI that is created, stored, transmitted, or received 

electronically.  PHI does not include information contained in educational and 

employment records, that includes health information maintained by a HIPAA 

covered entity in its capacity as an employer. 

 

6. “Return Information” is defined under 26 USC § 6103(b)(2) and 

has the same meaning as “Federal Tax Information” or “FTI” as used in IRS 

Publication 1075.   

 

7. “Sensitive Information” or “SI” means information that could be 

expected to have a serious, severe or catastrophic adverse effect on organizational 

operations, organizational assets, or individuals if the confidentiality, integrity, or 

availability is lost. Further, the loss of Sensitive Information confidentiality, 

integrity, or availability might: (i) cause a significant or severe degradation in 

mission capability to an extent and duration that the organization is unable to 

perform its primary functions; (ii) result in significant or major damage to 

organizational assets; (iii) result in significant or major financial loss; or (iv) 

result in significant, severe or catastrophic harm to individuals that may involve 

loss of life or serious life threatening injuries. (Defined in HHS Memorandum 

ISP-2007-005, "Departmental Standard for the Definition of Sensitive 

Information" as amended). 

 

10.2. General 

 

The Contractor shall take security measures to protect against the improper use, loss, 

access of and disclosure of any Confidential Information it may receive or have access to under 

this Agreement as required by this Agreement, the RFP and proposal, or which becomes 

available to the Contractor in carrying out this Agreement and the RFP and the proposal and 

agrees to comply with State requirements for safeguarding Confidential Information.  All such 

information shall be held in strict confidence and protected by the Contractor from unauthorized 

use and disclosure utilizing same or more effective procedural requirements as are applicable to 

the State. 

 

10.3. Privacy and Security Safeguards and Obligations 

 

For all Confidential Information under this Agreement, the Contractor must comply with 

the following privacy and security requirements and obligations:  
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a. Ensure that its employees, contractors, and agents implement the 

appropriate administrative, physical and technical safeguards to protect Confidential 

Information received by Contractor under this Agreement from loss, theft or inadvertent 

disclosure.  

 

i. Administrative Safeguards. Contractor will advise all users who 

will have access to the Confidential Information of its confidential nature, the 

safeguards required to protect the Confidential Information, and the civil and 

criminal sanctions for noncompliance contained in applicable Federal laws.  

 

ii. Physical Security/Storage: Contractor will store the Confidential 

Information in an area that is physically and technologically secure from access 

by unauthorized persons during duty hours, as well as non-duty hours or when not 

in use (e.g., door locks, card keys, biometric identifiers, etc.).  Only authorized 

personnel will transport the Confidential Information. Contractor will establish 

appropriate safeguards for such Confidential Information, as determined by a risk-

based assessment of the circumstances involved. 

 

iii. Technical Safeguards: Contractor agrees that the Confidential 

Information exchanged under this Agreement will be processed under the 

immediate supervision and control of authorized personnel to protect the 

confidentiality of the Confidential Information in such a way that unauthorized 

persons cannot retrieve any such Confidential Information by means of computer, 

remote terminal, or other means.  Contractor personnel must enter personal 

identification information when accessing Confidential Information on the State’s 

systems.  Contractor will strictly limit authorization to those electronic 

Confidential Information areas necessary for authorized persons to perform his or 

her official duties. 

 

iv. Understand that they are responsible for safeguarding this 

information at all times, regardless of whether or not the Contractor employee, 

subcontractor, or agent is at his or her regular duty station.  

 

v. Ensure that laptops and other electronic devices/media containing 

Confidential Information that constitutes PII are encrypted and/or password 

protected. 

 

vi. Send E-mails containing Confidential Information that constitutes 

PII only if encrypted and being sent to and received by email addresses of persons 

authorized to receive such information. In the case of FTI, Contractor employees, 

subcontractors, and agents must comply with Internal Revenue Service (“IRS”) 

Publication 1075’s rules and restrictions on emailing return information.  

 

vii. Restrict access to the Confidential Information  only to those 

authorized Contractor employees, subcontractors, and agents who need such 

Confidential Information  to perform their official duties in connection with 
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purposes identified in this Agreement; such restrictions shall include, at a 

minimum, role-based access that limits access to those individuals who need it to 

perform their official duties in connection with the uses of Confidential 

Information authorized in this Agreement (“authorized users”).  Contractor shall 

not use or access Confidential Data for independent projects unrelated to the 

purposes identified in this Agreement.  Further, the Contractor shall advise all 

users who will have access to the Confidential Information provided under this 

Agreement of the confidential nature of the Confidential Information, the 

safeguards required to protect the Confidential Information, and the civil and 

criminal sanctions for noncompliance contained in the applicable Federal laws.  

The Contractor shall require its contractors, agents, and all employees of such 

contractors or agents with authorized access to the Confidential Information 

disclosed under this Agreement, to comply with the terms and conditions set forth 

in this Agreement, and not to duplicate, disseminate, or disclose such Confidential 

Information unless authorized under this Agreement.  

 

viii. For receipt of FTI, the Contractor agrees to maintain all return 

information sourced from the IRS in accordance with IRC section 6103(p)(4) and 

comply with the safeguards requirements set forth in Publication 1075, “Tax 

Information Security Guidelines for Federal, State and Local Agencies”, which is 

the IRS published guidance for security guidelines and other safeguards for 

protecting return information pursuant to 26 CFR § 301.6103(p)(4)-1. In addition, 

the Contractor shall:  

 

(1) Establish a central point of control for all requests for and 

receipt of Return Information and maintain a log to account for all 

subsequent disseminations and products made with/from that information, 

and movement of the information until destroyed, in accordance with 

Publication 1075.  

 

(2) Establish procedures for secure storage of return 

information consistently maintaining two barriers of protection to prevent 

unauthorized access to the information, including when in transit, in 

accordance with Publication 1075.  

 

(3) Consistently label return information obtained under this 

Agreement to make it clearly identifiable and to restrict access by 

unauthorized individuals.  Any duplication or transcription of return 

information creates new records which must also be properly accounted 

for and safeguarded.  Return information should not be commingled with 

other records unless the entire file is safeguarded in the same manner as 

required for return information and the FTI within is clearly labeled in 

accordance with Publication 1075. 

 

(4) Restrict access to return information solely to officers, 

employees, agents, and subcontractors of the Contractor whose duties 
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require access for the purposes of carrying out this Agreement.  Prior to 

access, the Contractor must evaluate which personnel require such access 

on a need-to-know basis.  Authorized individuals may only access return 

information to the extent necessary to perform services related to this 

Agreement, in accordance with Publication 1075. 

 

(5) Prior to initial access to FTI and annually thereafter, the 

Contractor will ensure that employees, officers agents, and subcontractors 

that will have access to return information receive awareness training 

regarding the confidentiality restrictions applicable to the return 

information and certify acknowledgement in writing that they are 

informed of the criminal penalties and civil liability provided by sections 

7213, 7213A, and 7431 of the Internal Revenue Code for any willful 

disclosure or inspection of return information that is not authorized by the 

Internal Revenue Code, in accordance with Publication 1075. 

 

(6) Contractor must ensure information systems processing 

return information are compliant with Section 3544(a)(1)(A)(ii) of the 

Federal Information Security Management Act of 2002 (FISMA).  

 

10.4. Ownership of Confidential Information 

 

The Contractor expressly agrees and acknowledges that Confidential Information 

provided to and/or transferred by the State or to which the Contractor has access to for the 

performance of this Agreement is the sole property of the State and shall not be disclosed and/or 

used or misused and/or provided and/or accessed by any other individual(s), entity(ies) and/or 

party(ies) without the express written consent of the State. Further, the Contractor expressly 

agrees to forthwith return to the State any and all said Confidential Information and/or 

information and/or Confidential Information and/or database upon the State’s written request 

and/or cancellation and/or termination of this Agreement. 

 

10.5. Compliance with Applicable Laws, Regulations, Policies and Standards 

 

The Contractor agrees to abide by all applicable, current and as amended Federal and 

State laws, regulations, policies, guidance and standards governing the confidentiality of 

information to which it may have access to under this Agreement, including to but not limited to 

the Business Associate requirements of HIPAA (www.hhs.gov/ocr/hipaa) and 45 CFR 

§ 155.260.  In addition, the Contractor agrees to comply with the State confidentiality policy 

recognizing a person's basic right to privacy and confidentiality of personal information.  

 

The Contractor agrees to adhere to any and all applicable State and federal statutes and 

regulations relating to confidential health care and substance abuse treatment including but not 

limited to the Federal Regulation 42 CFR, Part 2; Rhode Island Mental Health Law, R.I. General 

Laws Chapter 40.1-5-26; Confidentiality of Health Care Communications and Information Act, 

R.I. General Laws Chapter 5- 37.3-1 et seq; Identity Theft Protection Act of 2015, R.I. General 

Laws Chapter 11-49.3 and HIPAA and its implementing regulations.  The Contractor 

http://www.hhs.gov/ocr/hipaa
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acknowledges that failure to comply with the provisions of this Paragraph will result in the 

termination of this Agreement. 

 

In connection with all PII that Contractor receives or has access to under this Agreement, 

the Contractor must comply with Minimum Acceptable Risk Standards for Exchanges (“MARS-

E:), version 2.0 dated November 15, 2015 which includes the following suite of documents: 

Volume I: Harmonized Security and Privacy Framework; Volume II: Minimum Acceptable Risk 

Standards for Exchanges; Volume III: Catalog of Minimum Acceptable Risk Security and 

Privacy Controls for Exchanges; and Volume IV: ACA Administering Entity System Security 

Plan. 

 

Notwithstanding any other requirement set out in this Agreement, the Contractor 

acknowledges and agrees that the HITECH Act and its implementing regulations impose 

requirements with respect to privacy, security and Breach notification and contemplates that such 

requirements shall be implemented by regulations to be adopted by the U.S. State of Health and 

Human Services.  The HITECH requirements, regulations and provisions are hereby 

incorporated by reference into this Agreement as if set forth in this Agreement in their entirety.  

Notwithstanding anything to the contrary or any provision that may be more restrictive within 

this Agreement, all requirements and provisions of HITECH, and its implementing regulations 

currently in effect and promulgated and/or implemented after the date of this Agreement, are 

automatically effective and incorporated herein.  Where this Agreement requires stricter 

guidelines, the stricter guidelines must be adhered to. 

 

10.6. Breach/Incident Reporting 

 

Upon notice of a suspected or confirmed Incident or Breach the State and Contractor will 

meet to jointly develop an Incident investigation and remediation plan.  Depending on the nature 

and severity of the confirmed Breach, the plan may include the use of an independent third-party 

security firm to perform an objective security audit in accordance with recognized cyber security 

industry commercially reasonable practices.  The Parties will consider the scope, severity and 

impact of the Incident to determine the scope and duration of the third-party audit.  If the Parties 

cannot agree on either the need for or the scope of such audit, then the matter shall be escalated to 

senior officials of each organization for resolution.  The Contractor will pay the costs of all such 

audits.  Depending on the nature and scope of the Incident, remedies may include, among other 

things, information to individuals on obtaining credit reports and notification to applicable credit 

card companies, notification to the local office of the Secret Service, and or affected users and 

other applicable Parties, utilization of a call center and the offering of credit monitoring services 

on a selected basis. 

 

10.7. Other 

 

Failure to abide by the State's confidentiality policy or the required signed Business 

Associate Agreement (“BAA”) will result in termination remedies, including but not limited to, 

termination of this Agreement.  A BAA shall be signed by the Contractor, simultaneously or as 

soon thereafter as possible, from the signing of this Agreement, as required by the State.  The 

Contractor agrees that no findings, listing, or information derived from information obtained 
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through performance of this Agreement may be released or publicly disclosed in any form for 

any purpose if such findings, listing, or information contains any combination of data elements 

that might allow an individual to determine a beneficiary’s identification without first obtaining 

written authorization from the State’s Contract Manager.  Examples of such data elements 

include, but are not limited to geographic indicators, age, sex, diagnosis, procedure, date of birth, 

or admission/discharge date(s).  The Contractor agrees further that the State shall be the sole 

judge as to whether any finding, listing, information, or any combination of data extracted or 

derived from the State’s files identify or would, with reasonable effort, permit one to identify an 

individual, or to deduce the identifying of an individual to a reasonable degree of certainty.  The 

Contractor agrees that the conditions set forth herein apply to any materials presented or 

submitted review and/or publication that contain individual identifying elements in the 

information obtained, as stated above, unless such information is presented in the aggregate.  

Under no circumstance, shall the Contractor publicly disclose or present or submit any materials 

for review and/or publication that contains an individual’s social security number, in part or in 

whole.  The Contractor is hereby notified that all initial data received from DHS is considered 

confidential by the State. 

 

Contractor will inform the State of any change in its administrative, technical, or 

operational environment that would impact compliance with the terms of this Agreement, 

including but not limited to compliance with 45 CFR § 155.260. 

The Contractor shall monitor, periodically assess, and update its security controls and related 

system risks to ensure the continued effectiveness of those controls in accordance with 45 CFR 

§ 155.260(a)(5). 

 

The Contractor shall not be required under the provisions of this Paragraph 23 to keep 

confidential any Confidential Information or information, which is or becomes legitimately 

publicly available or is rightfully obtained from third Parties under no obligation of 

confidentiality. 

 

Contractor shall establish and maintain, throughout the term of this Agreement, policies 

and procedures to ensure the safekeeping of Confidential Information and prevent unauthorized 

access to or use of such Confidential Information in compliance with ISO 27001 and ISO 27002 

(or any replacement standard relating to information security), applicable regulatory 

requirements, and consistent with industry standards.  In addition to its other obligations set forth 

in this Agreement, whenever Contractor possesses, stores, processes or has access to the State’s 

Confidential Information, Contractor shall comply with those information security policies and 

procedures reasonably required by the State from time to time. 

 

Nothing herein shall limit the State’s ability to seek injunctive relief or any and all 

damages resulting from the Contractor’s negligent or intentional disclosure of Confidential 

Information. 

 

PAR. 11. NONDISCRMINATION IN EMPLOYMENT AND SERVICES 

 

By signing this Agreement, the Contractor agrees to comply with the requirements of 

Title VI of the Civil Rights Act of 1964 (42 USC 2000d et seq.); Section 504 of the 
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Rehabilitation Act of 1973, as amended (29 USC 794); Americans with Disabilities Act of 

1990 (42 USC 12101 et. seq.); Title IX of the Education Amendments of 1972 (20 USC 1681 

et. seq.); The Age Discrimination Act of 1975, The United States Department of Health and 

Human Services (hereinafter DHHS) Regulations found in 45 CFR, Parts 80 and 84; the 

United States Department of Education Implementing regulations (34 CFR, Parts 104 and 

106); and [Agency], Directive 1124, which prohibit discrimination on the basis of race, color, 

national origin (limited English proficiency persons), age, sex (including gender identity, 

transgender status, sexual orientation, and pregnancy), disability, genetic information, 

marital/parental status, religion, political beliefs, or retaliation for opposing discriminatory 

practices or for participating in the discrimination-complaint process. in acceptance for or 

provision of services, employment, or treatment in educational or other programs or activities, 

or as any of the Acts are amended from time to time. 

 

The Contractor must submit, within thirty-five (35) days of the date of a request by 

DHHS, [Agency] or [Agency] full and complete information on Title VI and/or Section 504 

compliance and/or self-assessments, as referenced above, by the Contractor and/or any 

subcontractor or vendor of the Contractor. 

 

The Contractor further agrees to comply with all other provisions applicable to law, 

including the Americans with Disabilities Act of 1990; the Governor's Executive Order 

No. 05-01, Promotion of Equal Opportunity and the Prevention of Sexual Harassment in State 

Government. 

 

The Contractor also agrees to comply with the requirements of the State for 

safeguarding of client information as such requirements are made known to the Contractor at 

the time of this contract.  Changes to any of the requirements contained herein shall constitute 

a change and be handled in accordance with 220-RICR-30-00-13.4(C)(1)(c).   

 

Failure to comply with this Paragraph may be the basis for cancellation of this 

Agreement. 

 

PAR. 12. MODIFICATION OF AGREEMENT 

 

All modifications to the Agreement are subject to 220-RICR-30-00-13.4(C)(1)(c).   

 

PAR. 13. INTEREST OF CONTRACTOR 

 

The Contractor covenants that it presently has no pecuniary interest and shall not 

acquire any such interest, direct or indirect, without first disclosing to the State in writing and 

then subsequently obtaining approval, in writing, from the State, that would conflict in any 

manner or degree with the performance of services required under this Agreement.  The 

Contractor further covenants that no person having any such interest shall be employed by the 

Contractor for the performance of any work associated with this Agreement. 

 

PAR. 14. OWNERSHIP 
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Any and all data, technical information, information systems, materials gathered, 

originated, developed, prepared, modified, used or obtained by the Contractor in performance of 

the Agreement, including but not limited to, all hardware, software computer programs, data 

files, application programs, intellectual property, source code, documentation and manuals, 

regardless of state of completion shall be deemed to be owned and remain owned by the State 

(“State Property”).  However, each party will retain all rights in any software, ideas, concepts, 

know-how, development tools, techniques or any other proprietary material or information that 

it owned or developed prior to the date of this Agreement or acquired or developed after the 

date of this Agreement without reference to or use of the intellectual property of the other party.  

All software that is licensed by a party from a third-party vendor will be and remain the 

property of such vendor. 

 

PAR. 15. NOTICES 

 

No notice, approval or consent permitted or required to be given by this Agreement will 

be effective unless the same is in writing and sent postage prepaid, certified mail or 

registered mail, return receipt requested, or by reputable overnight delivery service to the other 

party at the address set forth below, or such other address as either party may direct by 

notice given to the other as provided, and shall be deemed to be given when received by the 

addressee. 

 

Contractor: [Name] 

[Address] 

[Address] 

 

State: [Name] 

[Title] 

[Agency] 

[Address] 

[Address] 
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EXHIBIT A 

SCOPE OF WORK 
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EXHIBIT B 

BUDGET 

 

APPENDIX B: BUDGET FORMS-

TOTAL     

Project Management and Analytic Tool Development Support  

      

Form 

1 Page 1 of 1 

Vendor Name:    
Enter name on this 

sheet. 

Budget Period:   

     
Do not enter totals on this form except for the Indirect rows, if applicable.  Enter all budget items on forms 2-8 

and they will automatically populate this form. Please ensure that items that make up your indirect rate are not 

duplicated in direct expenses. 

Activity  

Personn

el 

Trave

l Other Total 

Task 1:   $      $           $                    $           

Task 2:   $      $        $                      $           

Task 3:   $          $                    $                     $               

Task 4:   $   $                    $                   $        

   $                    $                   $                   $                          

   $                    $                   $                   $                         

Direct TOTAL:  $   $        $                   $        

Indirect Rate         

Indirect Total  $                               $                          $                          $                                   

Total  $       $             $                            $              

 

 


